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Chapter 1
Getting Started in LDRPS

Welcome to LDRPS, the Living Disaster Recovery Planning System! If you're
reading this book, you've been given a critical job to do — helping to protect your
organization and the people who work with you from the impact of a business
disruption.

The stakes of a disruption are all too real, and having an effective response plan with
all of your critical information is absolutely crucial to weathering the storm.
Revenue, reputation, even the survival of your company is at stake.

This book is designed for basic LDRPS users, those whose plan building
responsibilities are limited to using the Build Plans and Print Plans functions in
LDRPS. It will tell you all you need to know to collect plan information and produce
printed plans to protect your organization.

You’ll also see frequent mention of the terms “LDRPS Desktop” and “Desktop
versions of LDRPS.” These terms refer collectively to LDRPS products other than
LDRPS Web.

If you are a System Administrator, please see the LDRPS 9.1 Administrator Guide for
details on setting up security, customizing LDRPS, and using other advanced
LDRPS functions.

Logging into LDRPS

How you start LDRPS depends on the version you are using; LDRPS Web or LDRPS
Desktop. Check your e-mail for a message containing your new user ID, or talk with
your system administrator to ensure that you have all the information you need
(user IDs, passwords, etc.) to start LDRPS.
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Logging into LDRPS

N To start LDRPS Web:

1 Open your Internet browser.
2 Enter the URL you were given by your system administrator.

3 From the LDRPS login screen, enter the User ID and password assigned
by your system administrator, then click Login.

Note: You may
need to enter
additional
information like a
database login or
an ODBC
password. If you
are unsure how to
login to LDRPS,
see your
administrator.

Once you open LDRPS,
you may be required to
change your password. If so,
the Change Password screen
opens, where you can type
your new password and

confirmit.

Whenever you want to

LDRPS User ID: Imark

LDRPS Password: |’°‘°‘°“°“°“°“‘

Database Login: |Test

Database Password: |’°“°“°“““““““‘

Lo

Change Password

Mew password ||

Re-type new passwordl

change your password in the future, select Tools > Options.

N To start LDRPS Desktop:
1 Double click the LDRPS 9.1 icon on your desktop

OR

Select Program > Strohl > LDRPS 9.1 from the Start menu.
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2 From the LDRPS login screen, enter the User ID and password assigned
by your system administrator, then click Login.

Note: You may need to
enter additional
information like the
database location, and the
ODBC name and
password. To do this,
select the Data Source and
ODBC Login tabs. If you
are unsure how to login to
LDRPS, see your
administrator.

* LDRPS Login x|

Data Source | ODBC Login  LDRPS Login |

User Kamea: |malk
Passward: I

D B

Copyright Strohl Systems 1985 - 2003
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GETTING STARTED IN LDRPS
Using the LDRPS Home Page

Using the LDRPS Home Page

The LDRPS home page makes it easy to build and print your plans. Just click on a
choice to open the screens where you do your work.

¥ LDRPS

Hle Tools Wizards Help
LDRPS

e Build Plans Print Plans

Plan Assistan
El tthe
]
e}
Build Plans Print Plans If your
Enter infarmation about what If the time to recaower is now, admln istrator set l-lp
your plan needs to do, wha's came here to see yaur plans, .
going to do it, and the print them, and track their a plan assistant to
resources they need status as you recover. .
guide you,

instructions appear
on the left. We'll

talk more about the
plan assistant later.

7|

No matter what screen you're using, clicking the & icon always takes you back to
this home page. If you get stuck and need help, click .

Getting Help in LDRPS

Help is available in many forms, and you can use any method you’re comfortable
with to get assistance. LDRPS includes the following help systems:

m  Step-by-step help called Frequently Asked Questions (FAQS)

= Field-level help in screens where you enter information

= QOverviews of how to get started setting up your system and building plans
®  The LDRPS User Guide, available on paper or online

See the following sections for more detailed information on each of these help
systems.



CHAPTER 1

Using Frequently Asked Questions (FAQs)

FAQs are designed to display help for the screen you are using at the time. So, if you
are on the Print Plans screen and open FAQSs, the topics that display tell you about
printing. Use the search capability to locate a different topic.

To display FAQs help, from the Menu Bar, choose Help > FAQs.
To close FAQs help, click the icon next to FAQ. k4
To view your plan assistant, select the Assistant link at the lower left of the screen.

* LDRPS

File_Tools Wirards Help

LDRPS
# Build Plans Print Plans
=
Select Help > FAQs
Build Plans Print Plans or the FAQs link in
Enter infarmation abaut what Ifthe tirne to recover is now, the lower left to see
your plan needs to do, who's come here to see your plans, -
going ta da it, and the print them, and track their help topics for the
resources they need status as you recover y .
screenyoureusing.
Select the Assistant
link to return to the
Plan Assistant.
Assistant 2]

Using Field-level Help

If you have questions about how to use a field on an LDRPS entry screen, click on
that field and press F1 to view a description of it. Close the help box by clicking the X
in the upper right corner.
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Getting Help in LDRPS

Certain fields are more complex than others.
For example, what you enter in the Last Name — Type: [0
field on an Employee entry screen is obvious, Allowable Deiay: [142 Exsouency: ]
but how to use the Allowable Delay field on Enter the amount m:ne allowable hefore *rabte:
the Processes screen may not be so apparent. restoring the process or application (n B |
So some fields are tagged by LDRPS as . ]
advanced, and the help for those fields Source Code Locafion |
displays automatically when you click on
them.
cppears atthe bottomof hesgreen | L
rather than in a pop up window. ;ZZT::@ IBE'”O”’E' Fter e .
Here’s the same Allowable Delay
field.
New Process
Enter the amount of time allowable before restoring the process or application {in hours)

Using the Help Home
Page

Clicking fgd in the navigator bar takes you to the Help home page.

The Help home page displays the following links:

Where do | begin? guides the administrator through setting up LDRPS and a
basic user through building and printing plans.

Tell Me More displays the LDRPS help system, a list of FAQs by topic.

Read Online Book opens an electronic copy of the LDRPS User Guide, which
contains more extensive instructions on using LDRPS functions with
overview material and examples.



File Tools Help

Help
" Build Plans

Help

Where do | begin:
Building Plans

Do you have plans to build in LDRPS? Click here for an
overvdew of entering and assigning plan information, viewing
reports, and printing your plans

Where do | begin:
Setting up LDRPS

Are you a systern administrator? Click hers for an overiew of
creating your plan tree, giving users access 1o plans, and
customizing LDRPS.

3

Print Plans

Read s
. 25

Online Book 4 i

Do you want to see detailed instructions and examples of how

to set up, build and print your plans? Click here to read an
onling version of the LORPS User Guide

Tell me more

Do you have gquestions about LORPS use and functiofality®
Click here for answers ta Frequently Asked Questions (FASS)

CHAPTER 1

Whether you're not
quite sure how to
begin or you just
want more
information, click
an option here to
get the help you
need.

&]Done [ | B Localintranet 7

How do | get technical support?

At Strohl Systems, our goal is to provide you with printed and online
documentation that is complete, accurate, and easy to use. However, if you can’t
find an answer to a question in the documentation or help, you can contact our
Technical Support staff 24 hours a day, 7 days a week at the following numbers:

USA: (610) 768-4120 or (800) 4-STROHL (800-478-7645)
International: +1 610 768 4120

Fax: +1 610 768 4135

For information on product updates, see www.mystrohl.com.

For more information on other Strohl products and services, including BIA
Professional, Incident Manager, NotiFind, Hosted Solutions, Consulting, and
training options, see the Strohl Systems web page at www.strohlsystems.com or
your local Strohl Systems distributor.

13
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Chapter 2

Introduction: Building
Plans

What kind of plan should I build?

Before you can get started writing your plan, you have to set some goals to decide
what you’re trying to accomplish. First, you should narrow down the type of plan
you're trying to write.

There are two basic plan types — emergency response and recovery.

An emergency response plan, usually written at the facility level or higher, focuses on
your immediate reaction to some sort of disaster. It can include things like phone
numbers of emergency personnel, (fire, police, etc.). It also includes employee
contact information, damage assessment procedures, and even policies describing
how to respond to the media. This type of plan helps define how your company will
initially react to some sort of disaster, and most of the information can be held in a
word processing document.

A recovery plan, which is most likely what you are responsible for writing, answers
the question, “How will we get our jobs done if we lose our facility?” Writing your
recovery plan to include the worst-case scenario will ensure that all your bases are
covered.

The recovery plan has three basic components:

= You need someplace to get your job done (a physical facility), and someone
to get it in order.

= You need to get a computer on your desk, install the software, and get the
network up and running.

15
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INTRODUCTION: BUILDING PLANS

= You need to identify your most critical functions and determine what is
necessary to perform them. You can begin to devise a recovery plan by
answering the question, “What does my department do?”

What does a recovery plan look like?

The Plan Data Summary shown here displays all the topics for which you’ll be
collecting information to build your plan. We’ll also explore an example of business
unit planning with a short narrative about the folks at XYZ Financial Services and
how they set up their Trading department plan. In this and subsequent chapters,
you’ll see how XYZ’s information is consolidated into a complete plan.

Plan Data Summary

Responsibilities
FProcesses (0), Teams (0)

People
Employees (0h, Call Lists (0, Wendors (0, Custormers (00

Materials
Software (0), Equipment (03, Supplies {0, Telecorn (0%, Assets {03, Vital Recards {0)

Miscellaneous

Diocuments (00, Workstations (0%, Locations (00

The first step is to identify your processes (which are your critical business
functions), and assign teams to restore function to those processes.

Next, you’ll assign key people to their roles in teams, create calling lists to ensure
that everyone is notified of major decisions, and make lists of vendors and
customers you may need to contact. You'll list materials that you may need to keep
on hand so that you’ll remember to order them throughout a crisis.

Then you’ll turn your attention to the other materials that you need to conduct
business, such as software, equipment, other supplies and telecom needs. You’'ll
track your assets and gather your vital records into one place.

Finally, you’ll list your important documents and the workstation locations you’ve
designated to begin the recovery. You’ll also keep track of addresses of alternate
locations for your business should your location be affected by a disaster.

That’s it! Of course, this is a very high level look at plan building. The following
chapters go into much greater detail.
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The following example shows how one department of one company set up their
recovery plan. Of course, your planning needs could be dramatically different based on
the size of your organization and the type of services you provide, but this example
might get you started organizing a list of your own business functions.

Example: Business Unit Planning

Let’s look at how the folks at XYZ Financial Services, a brokerage firm, set up their
Trading department plan.

A typical day at a trading company is hectic, to say the least. The folks at XYZ Financial
have a constant stream of calls going in and out of the office, continuous information
updates from various exchanges and news outlets, and millions of dollars in transactions
taking place. So even a brief disruption could be devastating.

When the business continuity team first sat down to begin their planning, they looked at
their equities trading department and decided which business functions, or processes,
were most critical to surviving a disruption. It didn’t take long for them to decide that
the following priorities were their most important:

®  maintaining trading
= settlements
= confirmations

Part of deciding what is necessary to maintaining operations is understanding how and
when a process is dependent on other business functions. They realized that without
key software applications running out of their data center in New Jersey, trading
couldn’t continue. And for those applications to work, data feeds from Southeast Asia
had to be maintained.

17
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Once they identified these critical business functions, they turned their attention to
other questions such as:

= Where will we maintain operations if our offices are unavailable?
= Which people are essential to keeping us going?
= \What other resources will our essential people need?

XYZ’s offices have groups of workstations that they call “turrets”, and these
workstations really are the heart of the trading operations. So the planning effort
shifted to focus on the hardware, software, and telecommunications lines needed to
run them.

XYZ relies on software like Open Bloomberg, Reuters, and Federal Wire. And they
designed their own internal software to run Analytics. All of these applications are
essential to maintaining the workstations and trading; losing any of them for even a
short time could be devastating to an office with so many transactions taking place.

Essential hardware to keep the turrets operating includes Sun Sparc Workstations,
NT boxes running Unix emulation software, a confirmation printer, and many
modems to keep communication running back and forth.

Telecommunications are just as essential at XYZ Financial. At the very least, they
need Hoot and Holler for an open line to the trading floor, point to point lines, and
speed dialing capability.

Without people, those workstations are just unmanned computers, so the planning
team decided that the trading group had about 20 employees who were essential in
one way or another. They collected personal contact information on each of these
employees, and assigned them to fill positions on the recovery plan teams.

And they discussed which off-site locations they had available should a disruption
damage their trading offices. Having already identified the software, supplies,
equipment and other materials they would need to maintain trading, they knew
these things would be just as important at an offsite location. (Having an alternate
office is great, but it won’t be very useful without computers and telephones.)
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The team built the following chart from their notes and used it to begin building

their plan.

Build Plan
Categories

Processes

Dependencies

Software

Equipment

Telecom

Employees

Location

Critical Operations Elements

Maintain Trading
Settlements
Confirmations

Key software apps in NJ - essential to trading
Data feeds from Asia - essential to key apps

Open Bloomberg

Reuters

Federal Wire

Analytics internal software

Sun Sparc Workstations

NT boxes running Unix emulation software
Confirmation printer

(20) Modems

Hoot and Holler
Point to point lines
Speed dialing capability

Names and contact information for approximately 20
essential employees.
<addresses>

With their priorities and needs defined, XYZ opened Build Plans in LDRPS and
started assigning this information to their plan. The rest of this chapter explains the
basics of using LDRPS to set up your plan.

Subsequent chapters walk you through using LDRPS to collect your plan
information. We’ll discuss how to enter specific information for each plan category,
and review how that information links together to give you a comprehensive and
effective business continuity plan.

19
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So where do I begin in LDRPS?

Well, that depends on whether your administrator has set up a plan assistant for
you. A plan assistant is a series of steps that guide you through building your plan.
When you click on a step, the assistant takes you to the screen where you’ll enter
that information, and gives you detailed instructions about what to do.

If you have an assistant assigned, it displays on the left side of the LDRPS home
page. If you have more than one plan to build, the Assistant asks which one you
want to work on. Select a plan to open it with the Assistant active.

* LDRPS

File Tools Wizards Help
LDRPS

M Build Plans. Print Plans

"

e —
Build Plans Print Plans
Enter information about what If the time to recaver is now, If your
your plan needs ta do, who's come hars to ses your plans, ..
going to do it and the it them, and frack their administrator set up

resources they need status as you recover.

a plan assistant for
you, it will guide
you and track how
far along you are in
building your plans.

[

If your administrator has not built a plan assistant for you, or you want to edit a plan
without using the assistant, select Build Plans from the LDRPS home page.

This chapter focuses on building plans without the plan assistant. For details on
how the plan assistant works, see “Using the Plan Assistant” on page 107.

Note: Even if you’re working with a plan assistant, it will still be useful for you
to review the other chapters to get a feel for how LDRPS screens work.

20
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Selecting a Plan in LDRPS

When you click on Build Plans in the LDRPS Home screen, the Pick a Plan screen
opens so you can select the plan you want to build from the plan tree.

This screen shows your plans and those directly above them in the tree -- you'll
know if you can edit a plan because it appears with a red book icon, and as a
hypertext link when you drag the mouse pointer over it. Click on the plan you want.
This will be your “active” plan, meaning all information you enter is automatically
assigned to it until you either log out of LDRPS or change plans.

How can | find a specific plan?

The Lookup tab lets you search for the specific plan(s) you need, then limits the tree
to only those plans and the ones immediately above it.

¥ LDRPS

Tools Wizards Help

Plan Tree
Build Plans Print Plans
Pick a Plan ..
rp Here we limited our
. Resumption/Recovery Phase plan tree by
VI Financial Senices KYZ Finacial Semices -
P SVE Fnancal Sondces, serssy searching for
& Building 424 KYZ Financial Services, Jersey \\Trading" The Pick
.

& Trading X¥Z Financial Services, Jersey

a Plan screen
showed the Trading
plan and those
above it. If you can
edit a plan, a red
book icon displays
and the plan shows
a hypertext link

Lookup RecentPlans Showe all plans
when you move the
5 h fi In field: - -
carch for. [Trading nfield: [Short Desc @ mouse pomter over
it.

If you’re looking for a plan you’ve already worked on, an even quicker way to select
it is to click on the Recent Plan(s) tab, which shows only the last four plans you’ve
edited. Click on a plan in the list to open it.

21
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Laakup Recent Plans

#¥Z Financial Services, Jersey City, Building 424, Adrministration
i Financial Services, Jersey City

#¥Z Financial Services, Jersey City, Building 424

HiZ Financial Services, Jersey City, Building 424, Trading

Using the Build Plans Home Page

Once you've selected a plan, the Build Plans home page opens to give you a quick

picture of where you are in your plan building.

File Tools Plan Template Help
Trading

L Build Plans Print Plans

Build Plans

There is no overview for this plan

Default Repol
Flan Cover Page.
Employees by Name.
Calls by Employee. ..
Tearm Task Checklist
wendors by Name....
GCustormers by Mame,

There is no plan awner for this plan

Plan Data Summary

Responsibilities
Processes (0), Teams (0}

People Process Configuration...
Employees (0), Call Lists (0, Yendors {0}, Customers (0} Supplies by Description,
Materials

Software by Description

Software (03, Equiprment (03, Supplies (0), Telecom (0), Assets (0), Vital Records (0)
Miscellaneous
Docurments (0), Wiarkstations (03, Locations (0%

Plan Printing
Thiz plan has not yet been printed
Submit for Approval m Change Plans

Local intranet

B

VA

The Build Plans
home page gives
you access to each
category of plan
information and
shows the reports
and documents set
up for your printed
plan.

At the top of the screen under the toolbar is the name of the plan you’re working on,

in this example, it’s the Trading department plan.

When you look at the Plan Data Summary section of this screen, you’ll see a number
in parenthesis next to each category of information. Your administrator may have
already assigned some information to your plan, and this number shows how much
plan information has been assigned. (0) means that we haven’t yet assigned any
plan information. When you’re ready to enter information, you’ll click on one of
these categories to open edit screens. We’'ll talk about that a little later.

22
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The box on the right side of the screen shows your plan’s table of contents, which is
a list of the documents and reports that will be included when you print your plan.
This list is set up by your plan administrator to make sure that all important
documents and reports appear. You can add additional plan-specific documents if
you want, and we’ll review how to do that in Chapter 6, “Assigning Documents to

Your Plan”.

If you’ve been asked to write an
overview for your plan, the overview
section lets you write a quick
paragraph or two to appear at the top
of the Build Plans home page. Before
you begin entering plan information,
select the “click here” link to open
the Plan Summary screen.

What should you write here? Well, if
you have any basic assumptions or

* LDRPS

File Tools Wizards Help
Trading
i Build Plans

Build Plans

To enter an overview Tor this plan and edit general plan information then
click here

Plan Data Summary

major goals to worry about, you should enter them. Saying that you need to recover
everything immediately usually isn’t necessary. Instead, think about what you need
to have up and running in the first two weeks.

You should also consider what in your department could wait. |s there another
department that could pick up some of your workload? (If you think so, they had
better be far enough away from you that they won’'t be affected by the same

disaster.)

23
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File Record Reports Help

Plan Summary

# Build Plans
Build Plans

Print Plans

*  Plan Summary

Plan Details

Short Desc: [Trading *

Description of Plan: [rZ Financial Services, Jersey City, Building 424, Trading b

Overview: [Define steps needed to restore trading, setiements and Fonfirmations following a disruption

Business Function: |

Departrment: |

150 9000

Master Listio:[— |
IssueDate: [
DocumentOwner [ |
Cantact Name: [
Efiective Date: [~ |
lssue Murber: [ |

Test Info

[ save T cancel T close

Once you save the overview, it
appears on the Build Plans
home page.

File Tools Wizards Help

Trading

You can revise this overview
later by selecting the “update
overview” link again.

Build Plans

Define steps needed to restare trading, settlements and confirmations fallowing
a disruption. To edit general information about this plan, click here.

Plan Data Summary

Enter a brief
description of your
plan goals.

Also, if ISO 9000
compliance is an
issue for your
company, you can
also enter those
details when
writing the plan
description.

# Build Plans
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Build Plans Categories

Looking at the categories on
,

the plan home page, you’ll see —

, M . Responsibilities
that they’re organized in Processes (], Teams (0)
logical groups: People

e Employees (0), Call Lists (0), ¥endars (0), Customers (0)
Responsibilities, People, Materials
Materials and M isce”aneous Software (00, Equipment {09, Supplies {0y, Telecom {0, Assets (03, Vital Records

. ' . (0

Within each group you’ll find Miscellaneous
more specific information that Dacuments (1), Warkstations (03, Locations (@)

is critical to building a
comprehensive and effective
plan.

When building your plan, your first job will be to identify and prioritize your most
important processes. These are the critical business functions and/or computer
applications that need to be restored or maintained during a disruption, things like
internal mail, payroll, and order processing.

Think about it this way -- if your company can’t get by without performing a certain
function, it belongs as a process in your plans. If you're building plans on the
department level, your individual plan should focus on the key processes for your
department. Once you’ve decided which processes you’ll need to include, you'll
open LDRPS to enter details about them.

So we’ll begin by discussing how to assign processes to your plan. The chapters that
follow describe how to enter the specific information in each of the other categories.
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Chapter 3
Defining Your Processes

Before entering processes into LDRPS, you should answer a series of questions.
First, you’ll need to decide which business functions are most critical to the survival
of your organization (fundamental operations such as order processing and payroll).
Your organization has dozens, maybe even hundreds, of processes you perform
every day. Your business unit plan will focus on the most important processes for
your department.

Next, you’ll determine which people or groups inside and outside your company
are essential to getting these jobs done. Then you’ll decide what steps these people
will take, and what resources they’ll need to perform these steps.

Once you’ve answered these questions, your job is to get this information into
LDRPS. This chapter shows you how. Along the way, we’ll also talk about the
basics of using LDRPS assignment and entry screens.

Later, when we discuss other LDRPS categories, you’ll already be familiar with
using these screens, so we won’t go into quite so much detail.

Assigning Processes to Your Plan

You’ve assembled a list of the critical business functions for your department. Now
you’ll assign the processes by which these functions are accomplished.

It’s always a good idea to search for processes before entering them yourself. Your
administrator may have already entered some common processes into LDRPS so
that they’re available to you when you begin to build your plans. Finding them will
save you time and prevent you from having duplicate or incorrect information.
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N To search for existing processes

For this example, we’ll search for a process called “Confirmations.”

1 From the Build Plans home page, select the Processes category.
The Assign Processes screen displays.

Trading

28

ﬁ Build Plans Print Plans

Build Plans > Assign Processes

Processes required for the ‘Trading’ plan:

There are no processes assigned to this plan. To select one,
click 'Show all processes’. To enter a new one, click the New'
buttan

™ Donttell me this again

Lookup Sort Order | Filter

Because we haven't
assigned any

processes to the
Show all processes plan yet, thiS

Search for: Infield: |Process ID j m screen is blank. As

we add processes,

CREICETDED | W list them.

2 Select the "Show all processes” link at the bottom of
the screen.
LDRPS lists all predefined processes. Again, for this
example, let’s search for the “Confirmations”
process.

Show all processes

Cancel Close




Trading

L Build Plans Print Plans

Build Plans > Assign Processes

All Processes

™ Account Inquiries - BROKER sERVIcES TI020)

" Account Value Premium Assess - ANNUITY SERVIGE T0192)
Account Yalue Premium Collect - ANNUITY SERVICE T0099
Accounts Payable - FitANGE (007

Additional Income - TERMS AND TRANG 70091

Address Changes - ANNUITY SERvICE (0119

AMC - Auto Post Map Control - RECORDS @"19%

I R B B |

Answer any questions (Client) - MARKETING (ra061)

Lookup Sort Order || Filter Show assigned pracesses

Searchfor. [Confirmations Infield: [Description =l

CEDCEDED

CHAPTER 3

Notice that the
“Show all
processes” link
changed to “Show
assigned
processes.” You
can click that to
jump back to a list
of only those you've
assigned.

3 Click the Lookup tab, then enter the sample “Confirmations” process in

the Search for field.
4 From the “In field” picklist, select Description.

“Confirmations” is a description, so we selected the Description field to
search against. We could have searched by business function or any

other choice in the list.

5 Click the Search button.

As you can see in the following screen, LDRPS found no records

containing “Confirmations” in the Description.
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Trading

# Build Plans Print Plans

BuildPlans > Assign Processes

All Processes (Search Result)

After we clicked
Search, the blank
screen told us that
LDRPS didn’t locate
Lookup | SortOrder | Fiter Show assigned processes a process called
Searchfor: [Confirmations Infield: [Description j Confirmations. So
we’ll click New to

CEDEICD | °ter it

Now that we’ve confirmed we don’t already have a process called “Confirmations”,
we’ll add it to our plan using an edit screen. LDRPS edit screens are a series of fields
designed to collect necessary information. When you define a process, you enter
basics like the business function it serves. Later you’ll provide additional details,
like the teams responsible for restoring the business function.

N To enter a new process
1 From the Assign Processes screen, click the New button.
The Edit Processes screen displays.



Fle  Record  Help

Trading

" Build Plans Print Plans

Build Plans > Assign Processes > Edit Processes

Process ID: [P1234001 *

Deseription: [Confirmetiars *
Business Function: |TRADING *
Critical Rating: Type: Insurance Coverage:

Priority Sequence: Freguency: Time
Allawable Delay Backup Available: 7 Schedule Compliant [

Eecutanle Location: [
source Cove Location: [
gystem Documentations [
UserDocumentation: [
operations Document: [
Restoration Documnert: [

Critical Rating: Prioity Sequente:

Lookup Sort Order | Filter
Searchfor. |

Infield: [Process ID

3 I

CHAPTER 3

When you're
entering a new
process, the
counter reads “"New
Process”. Once you
click Save, it will
read “Process 1 of
1”.

A default Process ID displays. You can change this Process ID; in fact,
you probably should update it to match your company standards. This

helps you keep related processes organized.

2 Enter information in the remaining fields.

The fields marked with a red (# ) symbol are required, meaning that you must enter
information in them. Recommended fields, marked with a grey () symbol, mean
that it’s a good idea to enter information. All other fields are considered optional.

Saving the Process

LDRPS automatically saves information on the screen if you click New, Close, or an

Assign button, or if you scroll to another record.
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When you enter a record, it’s automatically assigned to your plan. If you click Close
on the Edit Process screen, you’ll return to your Assigned Processes list, and you’ll
see that “Confirmations” is now assigned to your plan. You can tell it’s assigned
because it has a check mark next to it. This is helpful, because now when you show
all processes you can tell which ones have already been assigned. Unassigned
processes won’t have the check mark, and you can remove an assignment by
clicking off this check.

Trading

% Build Plans
Build Plans > Assign Processes

Processes required for the 'Trading® plan:

Print Plans

P Confirmations - TRap NG P1234002)
Ho Software , Ho Supplies , Ho

» Ho Telecom , Ho Vital records , Ho Teams , Ho

Lookup

11

Notice that
“Confirmations” is a
hypertext link.
Later, if you want to

edit this process, all

Son Order |/ Filter Show all processes

Search for. Infield: |Process D j w y(?u have to do Is
click on the name to
open it on the Edit
Processes screen.

Notice also that there are a number of other links under the process -- “No
software”, “No supplies”, etc. These are here because, as we discussed earlier, you’ll
often need additional materials and people to support the process.

Assigning Related Information to a Process

A key to planning effectively is anticipating what you’ll need in a crisis. Since
processes won'’t be maintained or restored by themselves, you should consider
which teams of people will be essential to supporting the process. Think about the
software, supplies, equipment and telecommunications lines you’ll need to keep the
processes running. It’s also important to determine which processes are dependent
on one another so you can avoid getting stuck on one process because another hasn’t
been restored.
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By assigning the supporting information you will know exactly what you need to
recover that particular process. If any one of those resources is missing, you’ll know
you can’t begin to recover it. Essentially, you’re building mini-plans around your
process. In the following example, we will be assigning software to a process.

N To assign related information to a process
1 On the Assign Processes

screen, click on one of Processes required for the Trading' plan:

the hypertext links under |7 Confirmations - TRADING 70180)

Confirmations Ho Software, Ho Supplies, Ho Equipment, Ho Telecom, Ho V]
OR

select Confirmations to

open the Edit Processes screen again and click the Assignments button.
(Later, when you’re more familiar with LDRPS, you’ll probably just click
this button when entering each process.)

The Process Assignments screen opens.

Trading

f Build Plans Print Plans

Build Plane > Assign Processes > Process Assignments

Confirmations - TRapiNG F1234002)

Ho Software, Ho Supplies, Ho Equipment, Ho Telecom, Ho Vital records, Ho Teams, Ho Dependecies

Software Software required for the 'Trading' plan:

Suppli
upplies There iz no software agsigned to this process. To

select one, click 'Show software in plan’ To enter a Thel‘e'S a tab on the
new soffware, click the New!' button,
™ Donttell me this again left for each type of
information you can
assign to the
process. The
process description
at the top of the

Equipment

Telecom

Vital Records
Teams

Dependencies

Lookup | Sort Order |/ Filter Show software in plan screen shows how
Search for: | Infeld: [Sofware D = D many of each

category are
Q@ Q) CREDCTREID  assigned.
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If you selected one of the links on the Assign Processes screen, that tab
will be open. Otherwise, the Software tab will be open. You can select
the other links to list the assigned records and enter that type of
information. At this point all of these screens are blank because we
haven't assigned anything to the process.

Start by entering software. We know that to maintain Confirmations, we
need five software applications. Remember to search for it first before
entering it as new software. Chances are that common applications like
MS Office will be set up already, since they’re probably used across your
organization.

Just like when you searched for processes, there's a

“show” link here, but now it reads “"Show software in Show software in plan
plan”, since software is what we're assigning to the

process. It lists all software that has been assigned

to your plan in any way. That’s not much help now

since we haven't assigned any software, but it's very

handy later when you’ve been building your plans |
for a while because you’'re most likely to assign
software that you've already set up for your plan.

2 Click the Show software in plan link.
The screen is blank, because we haven’t assigned any software yet. But
notice that the link changes to “Show all software.”

3 Click the Show all software link.

The list changes to include software records that have been defined in
LDRPS.
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4 To assign a piece
of software, Trading
simply check it off |
In the |ISt. Confirmations - TRADING GRECD
Notice that each - e
software record in = [[swies | " pouns payobis 4P
the lISt is % r ZZ:Z Receivable (APP-0249)
highlighted and T
underlined. This  |lem | 7l TS ®00
means that you Dependencies [ S,‘Ew:;g,ehmmags Systems (APP-0242)
can edit that I bytes Pagtoll Sustam. ¥
record by clicking | e s [ TR S
onit. If you edita
record that isn’t @ rrocess o1 @) T T T

already assigned,
LDRPS assigns it
automatically.

Again, you can use Lookup to find specific software. We know we need to assign
“Open Bloomberg”, so we’ll search for it.

Here LDRPS found three

matching records. We :fading

clicked on the check box for

the first one, which e e A
assigned it to the process. — e ot T e T

It’s also assigned to the plan | == ® open s

in general, so later when — ® o Bleombrgz SO

you open the Software Ut Rosorde ® opem JRp—

category, Open Bloomberg —

will appear in the list of - "

assigned software. TR

) Searchfor. [Open Bloomberg Infislg: [Software 1D =l [ search ]
See “Using Other Plan

Building Tools” on page 99 |[@r=="1@ [ien Y s 1 cancer 1 close )
for details on other ways to
display and find records.

To clear the search, click the Show all/Show assigned hyperlink above the Search
button. We'll click “Show assigned software” to return to the Process Assignments
screen Software tab. Notice that it shows Open Bloomberg assigned to the process.
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Trading

L Build Plans Print Plans

Build Plans > AssignProcesses > Process Assignments

Confirmations - TRaDINg 1254002
1 Software, Ho Supplies, Ho Equipment, Ho Telecom, Ho Vital records, Ho Teams, Ho Dependecies

Software Software required for the "Trading’ plan:

Supplies (51234001}

¥ 0pen Bloomberg
Equipment

Telecom )

Vital Records

Teams

Dependencies

Lookup Sort Order | Filter Show software in plan
Sgaren for: [Open Bloomberg Infielg: [Sofware ID =

_:gjsave [ [ BB Localintranet 7

If you don’t find the software you need, you can enter it by clicking the New button

Notice also that the
record count in the
process description
changed to "1
Software”.

with the Software tab active. When you enter new software like this, it is

automatically assigned to the process.

Continue to assign related information to the process, selecting each tab and then

searching for or entering the records you need. You can define supplies, equipment,
telecommunications lines, and vital records needed to make the process work. And

you can assign teams of people to be responsible for restoring or maintaining it.

Entering teams is a little more detailed, so we’ve written a separate chapter about
them. You can enter them through the Teams tab here, or you can select the Teams
category on the Build Plans home page, then come back to the process and assign it.
Either way, follow the instructions in Chapter 4, “Setting Up Teams”.

What are dependencies?

This means that one process must be restored before the next one can be. Once
you’ve defined multiple processes, you can link them together through the
Dependencies tab. In our example of the XYZ Financial Services firm back in

Chapter 1, trading was dependent on software applications, which were dependent

on data feeds.



Trading

f Build Plans Print Plans

Build Plans > Assign Software

Software required for the *Trading’ plan:

Iz Excel V5.0 (APP-0065)
PCILAN gof

¥ Lprps (S1000001)
PCILAN sof

¥ Lotus 123 APP-0111
PCILAN Sof

W~ Open Bloomberg (51234004

[1-4]
Lookup Sart Order | Filter
Search for; I

Infield: | Software Des:nptmnj m

Show all software

Using the History Bar

CHAPTER 3

Once we were done
assigning each type
of related
information, the
process description
was updated. You
now know what you
need to make sure
you can restore or
maintain the
process.

We’ve moved through a number of screens as we entered the process and assigned
related information. Fortunately, the history bar at the top of the screen tracks each
of the screens you open. For example, if you open Build Plans, select the Processes
category, choose a process to edit and click the Assignments button, the history bar

reads:

Build Plans > Assign Processes > Edit Processes > Process Assignments

Each of these screen names is a hypertext link, meaning you can click on a screen in

the bar to return to that screen.

37



38

DEFINING YOUR PROCESSES
Assigning Processes to Your Plan

# Build Plans

Build Plans > Assign Processes > Edit Processes =

Confirmations - TRADING (70180)

4 &, § Supplies, 10 F t, 3 Tel
Software [¥ Excel ¥5.0
FPCILAM Sof
Supplies
[ LDRPS
Equipment PCALAMN sof

File Reports Help

Trading

Process Assignments

Ho Vital records, HoTeams,

The history bar
helps you to keep
track of where you
are in LDRPS by
showing the
screens you’'ve
opened. You can
jump back to one of
them by clicking
that name in the
bar.

Let’s jump back to the Assign Processes screen, where we started. You can now see
that the Confirmations process we assigned has counts for the associated

information that we added to it.

Trading

# Build Plans

Build Plans > Assign Processes

Processes required for the ‘Trading” plan:

Print Plans

¥ Confirmations - TRapING 123002}

4 Software , Ho Supplies , Ho , Ho Telecom , Ho Vital records , Ho Teams , Ho

[-11

Lookup Sart Order || Filter

R scach ]

Seatch for Infield: |Process ID

Show all processes

Just like for the
process, if you need
to add or change a
piece of software
assigned to it, you
can jump directly to
it by clicking the
software link under
the process
description. The
other categories
work the same way.
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When you return to the Build Plans home page, you see that the category counts
have been updated to reflect the records you entered, not just the processes but the

associated information as well.

File Tools Wizards Plan Template Help

Trading

# Edit Dictionaries Build Plans

Build Plans

This plan addresses the immediate disaster responge (first five days) of the Trading
department. Update Overview

Mark Blanston is the plan owner for this plan. Define Plan Roles
To see how much progress plan builders have mae, check plan status

Plan Motification allows you to determing who receives e-mail messages when the plan is
subrmitted for approval of other plan updates take place.

Plan Data Summary

Responsibiliies
Processes (1), Teams (0), Reporting Structure (1)
Peaple
Employess (0, Call Lists (0), Yendors (0), Customers (1)
Materials
Software (4), Equinment (10), Supalies (), Telecom (0, Assets (03, Vital Records (0)
Miscellaneous
Documents {0}, Workstations (1), Locations (0)
Plan Printing

Thisg plan has notyet been printed

Manage Reports

Print Plans

Plan Cover Page
Employees by Name
alls by Employee, .,
Team Task Checklis
Wendors by Name...
Customers by Name
Process Configuration. .
Supplies by Description.
Software by Description

Edit this Table of Contents

Submit for Approval Change Plans

Local intranet

Notice that the
home page category
counts show all the
information we
assigned.

You can also select reports to review the information you’ve assigned. Even if these
reports don’t appear in your table of contents (meaning they won’t be in your
printed plan), you can view them at any time while building your plans by selecting

them from the Reports menu.
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Process Configuration
Resumption/Recovery Phase
Trading
N ) - ) The Process
Process ip Supply Description . A
Confirmations Excel V5.0 MASTER BOARD & CABLEFOR  CORPORATE SEAL Confi gura tion
LDRPS MOUNTAIN DRY ERASE Report now shows
MARKERBOARD
ot ;;EIZRALD SYSSDT-9001 DRY ERASE PENS eaCh process w'e
78S ’ FAX PAPER added, along with
MOUNTAIN B.U. FED EX SUPPLIES th e .s°ftwa re’ .
LQ1500 FLOPPYDISKS equipment, supplies
BRAVO 486SX/150MB and other
MAINFRAME ACCESS information
40MB IBM/PS80 . .
assigned to it.

A variety of reports are available for all Build Plans categories, and your
administrator can customize them as needed. Keep in mind that these reports reflect
only what you enter on screen. In other words, if you don’t fill in a field, it won’t be
on the report.
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Setting Up Teams

Now that we’ve defined our first process, let’s look at putting together a team to
restore it.

A team is a collection of people with responsibilities to perform when you activate
your plan. You decide how many people should be on each team, who will fill
positions on it, and which tasks they’ll perform.

When the folks at XYZ Financial Services decided that Confirmations was one of the
key processes they would need to restore in a disruption, they also considered the
steps involved in restoring it. Looking at these steps, they knew they’d need a team
with several people to perform them, and a leader to supervise their work.

They started by assigning a couple of traders to perform the day-to-day work. But
traders aren’t likely to know how to install a computer system, so the planners knew
the team would also need facility and IT guys, and telecom representatives to restore
telecommunications. The team leader had to be someone who had some training in
restoration procedures, so it wasn’t necessarily going to be the same person who
managed the trading floor day-to-day.

In this chapter we’ll set up this team, assign people to fill positions, and discuss how
to define the tasks they need to perform.

For more information: There’s a lot to consider when deciding which teams
you need and how you should set them up. If you haven’t built teams before,
see Strohl Systems’ Business Continuity Planning Guide, which offers general
guidelines on putting teams together.
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Creating a Team

42

There are five steps to creating a team, as follows:
Name and describe the team
Assign team positions
Assign people to fill team positions
Assign tasks to team positions
5 Assign the team to a process
The following procedures show you how to complete each step.

A W N B

Plan Data Summary

Responsibilities
Processes (1), Teams {0), Eepording Structure (0)

People
Employees (0, Call Lists {0}, ¥endars (0), Customers (0)

Materials
Software (43, Equiprment (100, Supplies (6), Telecarn (0), Assets (), Wital Recards (0)

Miscellaneous
Cocuments {09, Workstations (0), Locations (0)

Naming Your Team

You'll probably have several teams in charge of different procedures in your plan.
When you write a descriptive name and summary describing the team’s objectives,
it’s easy for you to quickly select the team from a list and edit or update the
information relevant to the team.

N To name and describe the team
1 From the Build Plans home page, select the Teams category.

The Team Summary screen displays, listing the teams assigned to your
plan (if any) and the positions defined for each team.
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* LDRPS [ TO1x]
File Reports Help
Trading
#

Build Plans

Build Plans

Print Plans

> Team Summary

Team summary of the Trading plan:

There are no teams inthis plan. To create
one, click the "New" button.

I Don't tell me this again

Unlike other Build
Plans categories,
you won't see a
“Show all” link to
pick existing teams.
That's because
I - teams are unique to

lans.
CEICCED P

Lookup Sort Order Filter

Searchor |

2 Click the New Button.
The Edit Teams screen opens.

* LDRPS [_[O[x]
File Record Reports Help
Trading
"

Build Plans >

Build Plans Print Plans

Team Summary > Edit Teams

]
Team Name: [Trading Response L
Destription: [Restare and Maintain the Trading Floar
]
Reports To | o] I Plan: | ]
Comment: |
This team is
specifically
Lookup Sort Order Fiter responsible for the
Searhor | Infeld: FraamTiarme - trading floor. Next
we’ll begin adding
@ rewrean @ CID B EDEDED positions.
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3 Enter the Team Name and (optionally) a short description of your team
objectives. As you can see, you can enter other information about your
team if you wish.

4 Click the Positions button to begin adding team positions.
The Edit Positions screen displays.

» LDRPS [_[C]x]

Eile Record Reports Help

Trading

# Build Plans Print Plans

Build Plans > Team Summary > EditTeams > Edit Positions

Position: [Tearn Member
Approvaluimit [ | Promy [ | Griieal: [ When you create a

team, the position
“"Team Member” is
assigned to it by
default. You can
change this position
name to anything
you like, and you

Lookup Sort Order Filter

Search for: ‘ Infield: [Position - Si h
can create as many
[Cy—> D EICDED others as you need.

Assigning Team Positions

Assign generic positions at this point instead of specific people because you never
know for sure who will be around at any given time. Someone may be away on a
business trip, on vacation, or even stranded at home by the same disaster that has
caused a disruption at your facility. So by assigning general positions, your recovery
isn’t paralyzed by one person being unavailable.

Most teams have a leader and one member, but the must have at least one position,
and they may have many more positions. Some organizations even build teams
with just one position — team structure is entirely up to you.

N To assign team positions
1 From the Edit Positions screen, click the New button.
The Edit Positions screen displays the Position field completed with Team
Member.

2 Enter a second position, Team Leader.
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3 Click the Close button.

The Team Summary screen now shows the team name and the two
positions you assigned.

* LDRPS

Eile Reports Help

Trading

L Build Plans Print Plans

Build Plans > Team Summary
Team summary of the Trading plan:
® Trading Response

Restore and Maintain the Trading Floor
* Team Leader : Ho Ho Vendor reps, Ho Customer reps, Ho Tasks

* Team Member : Ho Ho Vendor reps, Ho Customer reps; Ho Tasks

Here’s the team you
created, and the
positions you

T Eoione Eic assigned to it. The
T e o - next step is to pick
o the people who will
fill these positions.

CEICHED

N To delete team positions

1 On the Team Summary screen, select the position you want to delete, for
example, Team Leader.

The Edit Positions screen displays.

2 Select Record > Delete from the toolbar, then click Close.
The Team Summary screen displays, with Team Leader deleted.

N To rename team positions

1 On the Team Summary screen, select the position you want to rename,
for example, change “Team Leader” to “Manager.”

The Edit Positions screen displays.

2 In the Position field, select Team Leader. Enter the new position name,
“Manager.”

3 Click Close.
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The Team Summary screen displays with the new name, “*Manager.”

Assigning People to Fill Team Positions

Most of the time, your employees will fill team positions. However, in some cases
you’ll want to have customers or vendors on your teams, so you can also assign

vendor and customer representatives to positions. No matter who you assign, the
people you choose should be the ones who are best suited to complete the tasks the

team member needs to perform.

N To assign people to fill team positions

1 Either select one
of the hypertext
links for the

Build Plans >

Team Summary

Team summary of the Trading plan:

® Trading Response
Restare and Maintain the Trading Floor

position on the

Tea m SU mma ry * Team Leader : Ho Employees, Ho Yendor reps, Ho Customer reps, Ho Tasks
screen * Team Member : Ho Employees, Ho Yendor reps, Ho Customer reps, Ho Tasks

click the Assignment button when entering the position.

The Team Position Assignments screen opens.

Trading

# Build Plans
Build Plans

Print Plans

> Team Summary > Edit Positions > Team Position Assignments.

Trading Response
Team Member ; Ho Emplayees, Ho Vendor reps, Ho Customer reps, Ho Tasks

All Employees

Employees

plondope I” Thomas Adams - administrative Assistant 0058

O 818-771-1111 20323

Cust Reps
™ Arthur Alston - Trust, vp 202
) 63 771-1111 3469

Tasks

™ Lydia Alter - pata Control cierk %197
) 846-T71-1111 %271

™ Trisha Armour - Client Support, Manager *°%%

) 4437771111 0144

I Pamella Ashko - Facilities, Technician %97

W) BE3-TT1-1111 30469

Lookup | SortOrder |/ Filter Show assigned emplovees

searchfor: |

Infield: [Emplayee 1D ] m

Team Position 2 of 2

CEDEDED

46

Before clicking New
to enter an
employee, be sure
to select the “Show
all employees” link
and search for the
person you want to
assign to the
position. Most of
your employees are
probably already in
LDRPS, so searching
saves time.
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2 Search for the employee you want to assign to the position.

If you cannot find the employee in the list of all employees, click the New
button, then enter the employee data on the Edit Employees screen.

3 Click Close.
4 The Team Summary screen displays the number of employees you added
to the team.

You can assigh multiple people to a single team position. It’s usually a good idea,
because it gives you a built-in backup if one of them is unavailable during the
disruption.

You assign vendor and customer reps to a team position by selecting those tabs and
entering or selecting the representative. When you assign a representative to a
position, the customer or vendor they work for is also assigned to your plan. (You’'ll
see them listed as assigned when you open the Customers and Vendors categories
from the Build Plans home page.)

The last tab, Tasks, lets you identify the steps team members need to perform.
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Assigning Tasks to Team Positions

Once you’ve decided who will be on your teams, you’ll need to determine what
they’re going to do when you face a disruption. These steps are called Tasks, and
you set them up in the order they should be performed.

Your plan administrator may have already entered some common tasks, like
meeting at designated offsite backup locations, so click the “Show all tasks” link first
to search for them.

i
Fle Edt Wiew Favortes Took Help ‘
Bk - = - (@D [F A | Qoearch [Favortes @reda F | EY- S @ - 5
Address [€] hitpsifmaks/drpsweb/MainFrame Asp | @ |U”k5 ”‘
e w0 00000000000

Trading

# Build Plans Print Plans

Build Plans > Team Summary > Edit Positions > Team Position Assignments

Trading Response
Team Member : Ho Employees, Ho Vendor reps, Ho Customer reps, Ho Tasks

All Task
e BY soke Tasks are numbered
Vend Reps |l Reportto the Radisson Palms emergency meeting location. H
—_— in the sequence you
Cust Reps @ Reporito the Hilton emergency meeting location, -
_— choose them. Click
Tasks | Obtain status report Tfrom the Response Team Leader. h “sh - d
r Travelto Tarmpa, Florida and reportto the Radisson Palms Contral Center, t e ow aSSIgne
o .
I Provide the Crisis Team Leader with status report ofthe event tasks” link to limit
[~ Coordinate and facilitate Response process operatians as assigned b senior management in advance the list to just those
or as delegated by the Business Continuity Team. . h
[ Susportihe afiected ergani as required or requested, by the or Crisis you've cC 'osen.
Management Teams.
Wanzgemeni Tests Later, we'll talk
™~ Function as the main liaisen between senior andthe Team
Lookup | SortOrder | Filter Show assigned tasks about how to
searonfor. [ nfelg: [TaskiD =l change the task

order.
P oo Posttion 2012 €3 CEDEDEDED

N To assign tasks to team positions

1 If you can't find the task after searching the Show all tasks link, create a
new task by clicking the New button.

The Edit Tasks screen displays.



File Record Help

Trading

" Build Plans Print Plans

Build Plans > Team Summary > Edit Positions > Team Position Assignments > Edit Tasks

TaskID: [T1234001 *
Category. [Trading
[Re-establish link {0 Tokyo Exchange

Task Descrintion:

*

Estimated Duration thours), Initial Coordinatar:

Duration: Note

Lookup SonOrder | Filter

searchor: | Infield: [Task D =l

CHAPTER 4

The Category field is
optional. Itlets you
group related tasks
together. You can

search by category

to limit your view to
these similar tasks.

2 Enter your new task description, then click the Close button.
The new task is added to the end of the assigned tasks list on the Team

Positions Assignment screen.

Notice the Assign Dependent Tasks button at the bottom of the screen. Dependent
tasks mean that one task must be completed before another can be performed. For
example, if one of your tasks is for all team members to assemble at an offsite
location, that task can’t be performed until you contact all team members to tell them
your plan has been activated and to let them know where to meet.
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Trading
# Build Plans Print Plans ?
Build Plans > Teamn Summary > Edit Positions > Team Position Assignments Once you have a list
[T | of tasks, you can
Team Member : Ho Employees, Ho Vendor reps, Ho Customer reps, 3 Tasks cha nge their order
Employees Tasks required for the ‘Trading’ plan: by clicki ng the
Vend Reps [ 1.Benort to the Hilton meeting location T arrows or the # sign
CustReps ¢ 2 Provide the Crisis Team Leader with status report ofthe event g to the right. The
Tasks [ 3 Re-establish linkto Tokwo Exchange g

arrows move the

3 task up or down one
position, and the #
sign lets you choose
a specific number in
the list. When you

Lookup | Sort Order | Filter showaltasks | FyQVe a task, the

Seareh for. [ L ) | other tasks are
renumbered

@ ooz CREDCETDEDD | automatically.

Assigning the Team to a Process

Finally, we’ll assign this team to

, Trading
perfo_rm aprocess. We’ve used the “ T
Conflrmatlons process that We Build Plans > Assign Processes
aSSigned ear“er for thlS example- Processes required for the Trading' plan:
[V Confirmations - TRADING 70190)
4 Software, & i 10 i 3 Telecom, Ho Vital records, 1 Teams, Ho [

N To assign the team to a process
1 Click Build Plans in the history bar, then select the Processes category.
You'll see the Confirmations process we assigned earlier.

2 Select the “Teams” link under Confirmations.

3 Click on check box next to the team name to assign the Trading
Response team to restore Confirmations during a disruption.

4 Click Close.

The Assign Processes screen displays the number of teams we've
assigned to the Confirmations process.
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Trading

# Build Plans Print Plans

rocess Assignments:

BuildPlans > Assign Processes

Confirmations - TRaping ©1234002)
4 Software, Ho Supplies, Ho Equipment, Ho Telecom, Ho Wital records, 1 Teams, Ho Dependecies

Software

Tearns in plan

Supplies [v Trading Response

. Restore and Maintain the Trading Floor
Equipment
Telecom 1

Vital Records
Teams

Dependencies

Lookup Sort Order Filter
Searchfor. | Infield: [Team Name

B oo )

Process 1 of 1

Show all teams

D ED CEDEED

Clicking the “Show
teams in plan” link
here listed the
Trading Response
team we just
created. Check it to
make that team
responsible for the
Confirmations
process in your
plan.

Keep in mind that as you get more comfortable with defining your processes, it
won’t be necessary to define teams separately and then go back to assign them. You
can build one by clicking the Teams tab on the Process Assignments screen and
entering it there. When you create a team this way, it’s automatically assigned to

restore the process.
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Chapter 5

Assigning People to Your
Plan

Who will fill team positions and perform key plan tasks? Who do you need to
contact when dealing with vendors and customers? How will you let your key
personnel know if an off-hours disruption requires you to activate your plan?

Your plan begins and ends with people. Everything you need to do to respond to a
disruption requires the hard work and special skills of your employees. You need to
have the most up-to-date information possible so you can contact them in an
emergency and set them to work on their plan responsibilities. And if they have any
unique skills, you’ll want to know about them, just in case.

In this chapter we’ll discuss collecting information about your employees,
customers, and vendors, all of whom can hold critical roles in your plan. We’ll also
review how to create a call list so you can notify all of your key personnel if a
disruption takes place.
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Entering Employees

By now, if you’ve defined processes and teams, you should be familiar with how
LDRPS edit and assignment screens work, so we won’t go into great detail about
those basics. If you need this level of detail, review Chapter 2, “Defining Your

Processes” on page 27.

N To enter employees into the plan

1 Select the Employees category from the Build Plans home page.

If you've already built teams, you may have assigned some people to

your plan when setting up team positions. These people, and any other
employees you've assigned, will display on the Assign Employees screen.

Trading

# Build Plans Print Plans

Build Plans > Assign Employees

Employees required for the "Trading’ plan:

¥ Thomas Adams - Administrative Assistant 5%
040 918-771-1111 x0323

¥ Annett Bert - Customer Liason, Manager °2°%)

(A B27-TT1-1111 %277

(6099)

F  Alan Gail - Computer operator ***

() B5B-771-1111 %0148

W Alan Goldwyn -Bus. Ops. Bus. Dev. Manager 2%

217-629-4059 %1202

2l

11-5]

Lookup Sort Order | Filter Show all employees

Search far.

Infield: |Employee D j W

CEDCTHED

2 To find additional employees, select the “Show all employees” link at the

bottom right side of the screen.

The Assign
Employees screen
lists all employees
who have already
been assigned to
your plan. You can
edit an employee’s
information by
clicking on his or
her name.

It's always a good idea to search for employees before entering them

yourself. Chances are employee records have been copied into LDRPS by

your administrator so that they’re available to you when you begin to

build your plans.

Selecting “"Show all employees” changes the list on the Assign Employees

screen to look like this one.



Trading

f Build Plans Print Plans

Build Plans > Assign Employees

All Employees

P Thomas Adams - Administrative Assistart 7%
() 818-771-1111 ¥0323

T Adhur Alston - ruse, vp %202
() BE3-771-1111 1469

dia _Alter - Data Control Clerk %147

B4B-T71-1111 3271

j
-
g

E3

I Trisha Armour - Client Support, Manager (6009}

) 443-T77- 1111 01 44

" Pamella_Ashko -Facilities, Technician *°%7

) BE3-T71-1111 0463

" Leveina Augmon -wp Specialist1 F20%

Infield: [Employes 1D =] w

Lookup Sort Order | Filter Show assigned employees

Search for:

CHAPTER 5

Here we’re looking
at all employees.
The ones that are
checked are already
assigned. You can
assign any of the
others by checking
them.

3 If the employees you want aren’t showing up in the list, click the New
button to open the Edit Employees screen and enter them.

Trading

# i P

Build Plans.

> Assign Employees > Edit Employees

Employee D [EMPODZ50001 4
First Name: [ % Lastame] *
Title
- ____________________________________________________________|]
Address 1
Address 2
Aduress 3

ciy. [ state] zin] zipent]
Address : [ Address af

Home. K Priman: [ Batkup Site: [
ok | =l Emergeney. [ Control Site: [~
At | =4l Prigtity; Ofsite Storage: [~
. e E— Incident Gommand: [~

[ Ext] o Key Card: [~

iz | Ext| -t |

Lookup | Sort Order | Fiter

search for: | nfield: [Ermployee 0 -] D

Qo mions € [ rssinsntos Y on Y sow Y Coeor 1 cose

Make sure to collect
telephone numbers
for the employee so
you have them
when you build your
call list later. And
don’t forget their e-
mail address, in
case, for example,
you’ll be submitting
your plan for their
approval.
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Assighning Employee Attributes

The Edit Employees screen collects the basics like address and home phone number.
But what about more specific information? Suppose you’d like to know which of
your employees live within five miles of your headquarters, so you’ll know who will
be close by if a major roadway is blocked? Or you’re based in an area with a high

concentration of Spanish-speaking people and you’d like to know which of your
employees speak the language.

N To assigh employee attributes

1 Click the Assign Attributes button on the Edit Employees screen.
The Assign Attributes screen displays.

Assign Attributes

7 Build Plans Print Plans

Build Plans > Assign Employees > Edit Employees > Assign Attributes

Mark Wenger - Annuity Serviee, Manager 0+

() B46-771-1111 %0271

Attributes required for the 'Trading' plan:

W Lives < 5 miles from office M5!

¥ CPR Certified ‘PR Mark Wenger knows
¥ Speaks French (FRENCH) how to perform
= Knowledge of heavy equipment (HEAVYEQU) CPR' That's an
¥ LDRPS Trained "F%) ab!"ty you hope
he’ll never need to
Lookup Sort Order | Filter Showy all attributes r
SR use, but you'll be
Search for. | nfels: [amioute ] D ! Y
glad to know you
have someone with
€ Bt > | CHEDEZDEED | that skill on staff.

2 Select the Show all attributes link to select from existing attributes, or
click the New button to create a new one.

When you create an attribute it is saved and you can select it later to
assign it to other employees.
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Building an Employee Call List

When a disruption strikes, you need to spread the word as quickly as possible to
mobilize your recovery teams and ensure that all of your key staff know what to do.

If an emergency happens during work hours, you know where to find your
employees. But suppose lightning strikes your headquarters on a weekend,
damaging several floors? Or a flash flood overnight washes out a bridge most of
your employees cross on their way to work? You need a way to quickly contact your
key personnel any time of day or night.

The best way to do this is to build a call list, where one person makes a call to several
others, who in turn make calls, and so on, until your vital staff is aware of the
problem.

When you build a call list, you link your key employees together in a phone call
chain that ensures everyone can be reached and informed. This assures you that
everyone is safe, and spreads the word so people know what to do next.

Depending on the size of your plan, you could have several lists, but most have just
one.

N To build an employee call list
1 On the Build Plans home page, click Call Lists.

If you haven't built a list before, a blank Call List screen opens. If you
have built at least one list, the Call List screen opens with the last list you
worked on. (To choose a different list or create a new one, click the
Switch Call List button.)
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File Call Tree Reports Help

Trading

i Build Plans Print Plans

Build Plans > Call List (Trading)

Who should Lydia Alter call?

Thomas Adams i (6147

; Annett Bert %ﬁ?a_acé:tl::\rcwerk, B4E-TTA-1111 0 You build a call list

[~ Holly Flember by answering a

[ Alan Gail series of questions,

[ Alan Goldwyn starting with “"Who

I Mark Wenger makes the first
call?” Then, just
highlight that

Lookup | Filter Show All Employees person in the list,

Sm:mr —— - . . o choose who they

N T R o st Ldeser Lusser pmms. | cally and so on. The

list displays as a

Switch Call List tree.

2 Select someone from the employee list and click the Assign button.

We selected Lydia Alter, and her name and phone number displayed at
the start of the tree.

The question at that point changed to "Who should Lydia Alter call?” We
selected three people, and they displayed below her in the tree. Then
we assigned calls to each of them by clicking on their names in the tree
and selecting people from the list.

Keep in mind that you can use Lookup, filters, or the Show all employees/Show
assigned employees link to change the list of people to call. For information on
filters, see “Using Other Plan Building Tools” on page 99.
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File Call Tree Reports Help

Trading

i Build Plans Print Plans

Build Plans > Call List (Trading)

Who should Annett Bert call?

[ Alan Gail Lydia Alter ‘™%
[ #lan Galdwm Diata Control Clerk, 846-771-1111 (4
Thomas _Adams (558
Administrative Assistant, 818-771-1111 ()
Annett Bert (5205 =
Customer Liason, Manager, B27-771-1111 () Hel‘e we aSS|gned
6099 -
Holly Flember (*%% three calls to Lydia
COO, Executive Secretary, 472-T71-1111 () Al d I_ k d
Mark Wenger 'S ter and clicked on
Annuity Service, Manager, B46-771-1111 () Annett Bert so we
could select people
Lookup | Filter showal Emploees — for her to call.
Search for: |4l
Replace Remove Move Annett Bert =
In field S m Anneft Bert  AnnettBert  AnnettBed  Mofifies. Notice that we used

Lookup to limit the
list of people to call.

Tips for designing a call list

Keep an eye on the number of levels in your tree. If they get too deep, it could be
difficult to keep track of all the calls, or it could break down if one person is
unavailable. It may be a better idea to limit the number of people in the tree and
build more than one list.

Often the person who makes the first call will need to

confirm to the team that everyone has been called. So it’sa Show All Emplayees
good idea to have the last person in each “branch” of the
tree make a confirmation call. You can do this by selecting
the person in the list, clicking the “Notifies” link at the
bottom of the screen, and selecting the person to notify.

This can be anyone who is at a level above that person in the - Call List Cluse
tree.

Annett Bert
it Motifles...

Review your lists often to make sure they have current

phone numbers and don’t include people who have left your organization. One
missed call could cause the tree to break down. See “Rearranging/Updating a Call
List” on page 60 for instructions.
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Can | print my call list?

Of course. The Call List report shows the list just as it displays on screen, even
noting the confirmation calls you’ve assigned. You can print it while you're
building it by selecting Reports > Employee Call List. And you can include this
report in your printed plans.

Rearranging/Updating a Call List

When you're dealing with employees, you face constant change. People are hired,
and people leave. So you’ll need to change your call lists every once in a while to
keep them up to date. You can add people, remove or replace people, or simply
change who calls whom.

In the following example, we decided to move Annett Bert so that Thomas Adams
would call her. In the first picture we selected Annett Bert from the tree, then clicked
on the Move Annett Bert link at the bottom right of the screen.

N To rearrange a call list

1 Select the name of the person who
should call Annett Bert.

Select the person in the call list
who should call Annett Bert.

Cancel Tell me more

We selected Thomas Adams, and the
call list was redrawn automatically,
showing the new order.

. { 147y
Lydia _Atter ¢*'47 Lydia Alter
Diata Control Clerk, 846-771-1111 (A0 Data Control Clerk,

( 6058)
18-77

Thomas Adams

[Annett Bert ™"

Customer Liason, Manager,
Holly Flember *" 777

00, Executive Secratary, 472-7
Annett Bert (6205)

Customer Liason, Manager, 627
( 6009)

Trisha Armour
Client Support, Manager, 443-

Pamella Ashko ‘5"%"
Facilities, Technician, B63-771

Notice on the left
that we moved
Annett Bert under
Thomas Adams.
The tree was
redrawn
automatically, and
Annett’s calls
moved with her.

| Thomas Adams (6058)

Administrative Assistant,
|.Annett Bert (6205)

Customer Liason, WManager,

Trisha Armour (6009)

Client Support, Manager,

Pamella Ashko ¢5%%
Facilities, Technician,
( 6099)

L Holly Flember
CO0, Executive Secretary,
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Notice that when you move someone in the list, everyone that person calls moves
with them. Even though she was moved, Annett still calls Tricia Armour and
Pamela Ashko. Of course, you can always move them separately if you don’t want
Annett to call them anymore.

What if | want to replace or remove someone?

There are two ways to do this -- you can replace them with someone not currently in
the tree, or you can delete them entirely. To replace someone, choose them from the
tree, click the “Replace” link at the bottom of the screen, and choose the new person.

The replacement person can’t be in the list already. If you want to replace someone
in the list with someone else in the list, moving calls is a better option.

Lydia Alter <% Lydia Atter (517
Data Contral Clerk,

Data Control Clerk,
Thomas Adams

(6058) ( 6058)

Administrative Assistant,

Annett Bert %'

Custarmer Liasan, Manager,
Trisha _Armour ‘%"
Client Support, Manager,
Pamella Ashko ¢**%"
Facilities, Technician,
Jane Cleaver ‘5"

Fhysical Security Officer
{6206)

Alister Billings
Business Operations, SVP,

Here we decided to
remove Jane
Cleaver from the
tree. We kept the
people she was to
call, so they were
moved directly
under Annett Bert.

Thomas Adams
Administrative Assistant,
|.Annett Bert (%20

Customer Liason, Manager,
( 6009)

Trisha Armour
Client Support, Manager,
Pamella_Ashko ‘®™"

Fatilities, Technician,

Alister Billings * %2*%

Business Operations, SWF,

: 5118 .
Sara Lee Bligh ‘*'"® Sara Lee Bligh '*1®
'”m's"ﬁ'ef,}ﬁgf,vp‘ Info. Systems, SvP,

Holly Flember ( 6099)

GO0, Executive Secretary, Holly Flember

CO0, Executive Secretary,

Removing someone entirely without replacing them is very easy to do, but if that
person has calls to make, you need to consider those people as well. Take a look at
the example above. We highlighted Jane Cleaver and selected the “Remove Jane
Cleaver” link at the bottom of the screen. (You can also use the Delete key.)

We were asked whether we wanted to keep or remove the people she was assigned
to call. We kept them, and they were automatically assigned to Annett Bert.

Alert: If you remove the person who makes the first call without replacing
him, you automatically delete the entire list.

Can | link call lists together?

If another plan for your organization has a call list defined, you can have someone
from your list call the first person in that one to get it started.
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N To link call lists
1 Select a person in the tree, then click the “Notifies” link at the bottom of
the screen.

2 Choose Call Another List to display a list of plans with trees built and
select a plan.

3 If that plan has just one call list, it is linked automatically. If it has more
than one call list, select the one you want.

When you link lists together, a tag like this one is added:

Lyda Alter (5147)
Data Control Clerk, 846-771-1111

|-Sara lverski (5020

Data Control, Manager,
Camalla Cominski (5198
FinanceiAcctng, SVP, 226-771-1111

Mary Malcolm (5001
Marketing, VP, 213-771-1111 ()

Mark Wenger (5041)
Annuity Service, Manager,

Teresa Lopito (5045 Starts Call Listfor, Gerry Benton (5172)
Custady Service, Rep. I, 300 Valley Drive™ Tinanceifccing, Superisor,

L Timmone Naples (8111
Annuity Service, Rep. I,

How can | rename a call list?

When you create a call list, it is assigned a name that matches your active plan
followed by a number (e.g., “Trading”, “Trading 27, etc.).

To rename the list, click the Switch Call List button, select Rename and enter the new
name.
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Assigning Customers and Vendors

Much of your attention during a recovery will be geared towards keeping your
customers happy. If a disruption cripples your ability to produce the goods or
services you supply to them, you’re at risk of losing their confidence -- or losing
them altogether. It’s critical that you have up-to-date information so you can contact
your customers to assure them that your operations are continuing.

It’s also important that you contact your vendors -- the people who supply you with
products and services. Using LDRPS, you’ll collect this vendor contact information
and can identify alternate vendors. That way, if a regional disaster makes some of
those vendors unavailable, you can make sure you’ll be able to find someone to
provide those goods and services to you.

Occasionally some of your customers or vendors may even hold positions on your
recovery teams, so you may need to contact them when your teams gather to begin
their recovery work.

What are internal customers and vendors?

Not all of your customers and vendors work outside your organization. You also
need to consider those people and departments that you rely on, and those who rely
on you.

An internal customer is another department within your organization that your
department provides with products or services. An internal vendor is another
department within your organization that provides you with products or services.
(These services could be supplies, reports, or even support.)

If you are down due to an interruption, it’s just as important that you notify these
internal customers and vendors.

N To assign customers into your plan
1 From the Build Plans home page, select the Customers category.
The Assign Customers screen opens.
If you've already built teams and assigned customer representatives to

hold team positions, chances are you'll already have a humber of
customers assigned to your plan. You’ll see them listed here.
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1

Build Plans >

Trading

Build Plans Print Plans

Assign Customers

Customers required for the 'Trading’ plan:

Lookup

Search for.

W Asset Manayement Group
B3 Fiddlers Green Cir= Englewood, CO 80111
399-694-2190
Ho Customer reps , Ho Services

W' Securities Departmen
Greentree Corporate Center= 500 Valley Drive = Denver, CO 23076
213-123-3400 %376
Ho Customer reps , Ho Services

Sort Order

(1000}

L]

F' Trust Department sz H
Greentree Corporate Center= 400 Walley Drive = Denver, G0 23076 Ea rl Ier’ When we
213-123-4502 %296

Ho Customer reps , Ho Services

defined teams, we
assigned customer

Filter Show all custormers

reps to positions.
That assigned these
customers to the

COEDCTICETD P

Infield: | Customer D j

Review this list and decide whether you need to assign additional
customers to your plan.

As always, you should search for existing records. It is very likely that
your administrator imported your customer information into LDRPS
before you began building your plans. Most of this information is likely
kept in another database somewhere in your company, and importing it
saves time and assures that records are consistent.

Click the “Show all customers” link and select the customers you need,
checking off each one you want to assign.

Remember that you can use the Lookup to find a specific customer or
customers.

If you still don't find the customer you need, click the New button to
open the Edit Customers screen.

This screen collects basic information about the customer, like address
and phone number.

Complete the screen fields with your customer information, then click
either Save or Close.



File Record Help

Trading

# Build Plans Print Plans

Build Plans > Assign Customers > Edit Customers

Custorner 1D: {4001 £

Customer Mame |Pmksmn Accounting %

Address 10 [1900C Veterans Ave

Address 2: I

Address 3:

cit: [Philadelphia State [PA zipf12345 zip e

Address 8 I Address Q'I

Telephone: |[123-555-4567 Ext|111

Lookup Sort Order | Filter

searchor. | infield; [CustomeriD x| [ search ]

CHAPTER 5

After we saved the
new customer we
entered, the record
count at the bottom
left changed to 4,
adding 1 to the 3
customers already
assigned.

Defining Customer Representatives and Services

Once you’ve defined customers and vendors, identify customer representatives so
you know exactly who to talk to if a disruption takes place. You’ll also define the
services you provide to your customers so you have a clear picture of what you must

maintain.

N To assign customer representatives and add services
1 From the Edit Customers screen, click the Assignments button.

The Customer Assignments screen displays.
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Trading

# Build Plans Print Plans

Build Plans > Assign Customers > Edit Customers > Customer Assignments

Pinkston Accounting (4001

1800C Veterans Ave = Philadelphia, PA 12345
123-555-4567 3111

Ho Customer reps, Ho Services

Reps Reps required for the "Trading® plan:
Sequices There are no reps assigned {o this custamer. To
select one, click 'Show all reps’. To enter a new
customer rep, click the T™ew' button.
™ Donttell me this again
Lookup | SortOrder | Filter Show all reps
Searcnfor. | Infield: [ Customer Rep. ID =] m

2 Select the Reps tab and click the New button to
representative’s information.

Trading

" Build Plans Print Plans

Build Plans > Edit Customers

» Assign Customers: * Customer Assignments > Edit Reps

customerRep. D [aom %
Firstiame: Mary Todd % Lastiame]Pinkston %

Positon: [Mansger
Address 1: [1800C Velerans dve |
addressz [
aggresss [

city. [Philadelphia state:[PA

Address 8 | Address 9-|

zip[12345 E|

Telephone Numbers

Home: [123-555-1234 work|123-555-4567 safT11

Employee 1D =1 Firsthame Last Name:

Lookup | SortOrder | Filter
Searcn for: | infield: [Customer Fep. 1D =]

We don’t have any
customer
representatives
defined yet, so this
screen is blank.

enter the customer

If you're defining an
internal customer,
you can select an
employee ID to
name the customer
representative.



3 Click on Customer Assignments in the history bar.

File Help

Trading

#

Build Plans

Build Plans Print Plans

» Assign Customers > Edit Customers >

Pinkston Accounting LD

1800C Veterans Ave = Philadelphia, PA 12345
123-555-4567 %111

1 Customer reps, Ho Services

Customer Assignments

(4001}

Show all reps

Reps Reps required for the *Trading' plan:
Serices, [¥ Mary Todd Pinkston - Pinkston
1800C Weterans Ave = Philadelphia, PA 12345
-1
Lookup Sort Order || Filter
Search for | Infield: [Customer Frep 10 7] (D

Customer 2 of 4

CED CTDEED

4 Next, select the Services tab and click New.
The Edit Services screen displays.

CHAPTER 5

Returning to the
Customer
Assignments
screen, you can now
see the
representative we
assigned.
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File Record Help
Trading
f Build Plans Print Plans
Build Plans > Assign Customers > Edit Customers > Customer Assignments > Edit Services
Semvice: |Equities Management *
Dept Code: [F123456 Chargs Code]
System Code | Pr\umy#l
Lookup | SortOrder |/ Filter
Search for. | Ifield: [Serice =]

These are the
services you assign
to the customer.
You can link them to
a representative by
clicking the Assign
Reps to Service
button.

5 Click the Assign Reps to Services button, then click the check box next to

the name.

Trading

# Buiild Plans

Build Plans

Print Plans

> Assign Customers > Edit Customers > Customer Assignments > Edit Services > Assign Reps

Equities Management
E123456

Reps in plan

" Mary Todd Pinkston - Pinkston Accounting ‘"

1900C Veterans Ave = Philadelphia, PA 12345

[1-11
Lookup Sort Order | Filter Shaow all reps
Search for | Infield: [Custarmer Rep. 10 =]
Customer Service 1 of 1

Here we chose the
“Show reps in plan”
link to bring up the
customer
representative we
entered earlier. To
link her to the
service, we'll click
the check box.



Entering Vendors

CHAPTER 5

In LDRPS, the Vendors screens are very similar to the Customers screens we just
discussed. One noteworthy difference is that you can assign alternate vendors to
assure access to the goods and services you need if your primary vendor is

unavailable.

Look at the following illustration, where we’ve scrolled to the bottom of the Edit
Vendors screen to show the Alternate Vendor field. Click on the lookup button (1)
next to the field to open a list of available vendors and select the one you want to

serve as an alternate.

File Record Help

Trading

# Build Plans Print Plans

Build Plans > Assign Vendors > Edit Vendors

Zin Ext|

city: | stats| zip]
Address 8 | Address gl
Phone Numbers _
Vendar: l— Ex]l— Category: I—
Alternate: | E)dl Agreement: I—
Corporate l—

Alternate Yendor
Alt Vendor (D =]

Alt Vendor Mame |

Lookup Sort Order || Filter

Search far. |

g seoch

Infield: |Vendor D

Alternate vendors
protect you during
regional disasters.
For example, if a
tornado hits your
city and one of your
primary vendors is
also affected, you
can turn
temporarily to one
of your alternates.

Note that the Alternate Vendor field appears below a grey bar. That means that it is
plan-specific information. It’s tied to your plan, not the vendor record itself. So if
someone building another plan assigns this vendor, it will not have the alternate

vendor assigned.
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Assigning Documents to
Your Plan

An administrator sets up a default table of
contents that determines the structure and Trading Plan Table of Cantents

R FPlan C Pade. e 1
contents of your printed plan. The table of o )
contents includes documents and reports EMBIOYeEs by NAME...o......ovorve oo, 3
that organize your plan procedures and Calls By EMPIOYER......veeeeeee v 4
information. For example, you mlght start Team Task Checklist......eiieiiiiiiiniianl 5
your plan Wlth acover page and documents Wendors by Mame. . B

lini d tment’s policies and Customers by Mame... ... i 7
out mmg_ your epar p Process Configuration. ... ...c.eeeieiiiiinann, g
assumptions. Supplies by Description............coeeee..l ) q
ThIS table Of contents appears on the BUIld Software by Description........oiciieiiiiiiiias 10
Plans home page.

Does your company have unique emergency

response policies written up? Or do you

have other, department-specific documents like floor plans that would be useful in
an emergency? You can assign these documents and include them with your
printed plan so that they are available when needed most.

You can substitute plan-specific documents for more general ones in the table of
contents or can add a document to this list as an appendix. In this chapter we’ll
show you how.

N To add existing documents to your plan
1 Select the Documents category from the Build Plans home page.
The Assign Documents screen opens.
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Trading

" Buiild Plans Print Plans

Build Plans > Agsign Documents

Al Documents

7 Business Continuity Forms
Text Documents 19.7 KB
17221998 8:43:52 AM

[~ Business Continuity Organization
Text Document» 3635 KB
11221998 8:46:24 AM

™ Business Continuity Plan Overview
Text Document- 25.5 KB
11221908 8:47:68 AM

™ Business Continuity Policy
Text Documents 21.0 KB
112211998 §:48:42 AM

[~ Business Continuity Program Overview
Text Documents 15.3 KB
112211998 8:49:58 AM

I~ Business Continuity Strategies
Text Document- 15.7 KB
11221998 8:53:66 AM
[~ Crisis Managment Plan Overview
Lookup | Sart Order || Filter

Searchfor. Infiele: [Bescription gl seach

Show assigned documents

When you want to
add a document to
your plan, LDRPS
allows you to select
a basic file like a
Microsoft Word
document. Your
administrator may
grant you access to
link to a web page
containing the
information you
need.

2 Either select Show all documents and select a document from the

existing document list
OR

click the New button and enter a description and location of a document
you want to include on the Edit Documents screen.

In the following screen, we chose a document called “Trading

Department Overview,” stored on our hard drive.



File  Record  Reports Help

Trading

o i Print Plans

Description: [Trading Department Overview i
Browse.. |[AdgURL | a

*+ DncumEnt mUst ot be password protected o itwill not prir. =
Linkedfile: [ Number of Pages: |D

File Name: [C\Trading Overview.doc

Dosurment Type | [ERENGN

Document Group: | J
nttributes

Owner. [MARK =l prvate; @
File lastmodifiedon: [ |

Fik sze

Appendix Number: ResetPage Mo: [T

Lookup | SortOrder || Filter

Seatch for: | Infield: [Deseripton gl seach ]
& T B et Y.

If you select a web page,
the URL displays in the

Build Plans > Assign Documents >

CHAPTER 6

If your table of
contents is set up
with a document
type matching the
value you assign in
the Document Type
field, your
document will
replace the one in
the table of
contents.

Edit Documents

file name field. You can
update it at any time by

clicking the Change
button and entering the
new address.

Docurnent Group: |

What does “Linked File” mean?

Linked means documents and reports are stored outside of LDRPS at an external

location like a LAN. They exist independently of the LDRPS database, and LDRPS

captures changes to them when you print your plans.

When this field is unchecked, the document is embedded, meaning that it is copied
into and stored in the LDRPS database. If you make changes to the original, they

|
Descrption: [Trading Depament Policies %
File Name: [http:ywan xyzfinancials.comptrading]
= Document must not be passward protected or itwill not print. ==
Linked Tl [~ Humber of Pages 0

e

L

don’t apply to the LDRPS copy, so you should always edit them by clicking the Edit

File button on the Edit Documents screen.
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You cannot link to documents you add to your plans via LDRPS Web. When you
add a new document via Web, the Linked check box is read-only and can’t be
selected. The only time you will ever see a check here is for a document added to
your plan via Desktop versions of LDRPS.

Setting Document Security

Document security lets you establish who can view and edit the document you’ve
linked to your plan.

You may or may not have privileges to set document security. If you do, your Edit
Documents screen will display Document Security information on the right side of
the screen.

Document Security

Document Security:

Account/Package ID Read Full
[T DEFAULT oo
[ USER | T -

When you add a document to your plan, it carries the default document security
privileges established by your system administrator. You can change this default
when adding or editing the document.

If you set access to Read for a package, users with that package assigned to them can
see the document and assign it to plans. If you set access to Full, those same users
can assign the document to a plan and changes can be made to it.

This access is overridden by documents marked as private. A document owner
marks a document private by checking the Private checkbox on the Edit Documents
screen. When this happens, the document can be read only by the document owner
and the system administrator.

Document Security is an advanced feature so if you have access to change security
attributes and need more detailed information, see the LDRPS Administrator Guide or
your system administrator.
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Substituting Plan-Specific Documents

When you assign a document to your plan, you can use the Document Type field to

indicate what kind of document it is (assumptions, overview, etc.). If the table of
contents for your plan is set up with a document of that type, your document
replaces it when you print your plan. This is important because it allows you to
customize your plan with information specific to your needs.

For example, the administrator at XYZ

Financial Services wanted each plan to Plan Cover Page....

. R R Plan Overiew ... .. oiiiiiiiiiiiiniiaans

include a document with an overview of the Employees by Name :

goals and requirements for the plan. So he CallS BY EMPIOYEE ..vovevcveeeveeeeeeeceean 4

included a genera] Plan Overview document Tearm Task Checklist.. ... 3

when setting up each plan’s table of contents. \éeur‘sf;rfefz ’:;;”:me “““““““““““““““ j

He set the Document Type fleld for that Process ConﬂguratanS

document to “Overview”. Supplies by DESCHPON. ...........cceueeenn.. 5
, . Software by Description...........oviiiiii. 10

Here’s what the Trading Plan table of

contents looked like when he first built it.

The Plan Overview document is included.

But because goals and requirements differ

Trading Plan Tahle of Contents

from department to department, he wanted each department to write up a
customized plan overview to replace the general one he assigned.

So the Trading department planners created a
document called “Trading Plan Overview”

and assigned it to their plan using the E:‘;‘)'&i;‘:ﬁ:ﬁ:‘;‘”ﬁ """"""""""""" i
Documents category in Build Plans. On the CllS DY EMDIOYBR.. oo '
Edit Document screen, they selected oA Task ChEtlSt....vv.vereeereeeeseeesess 5
OverV|eW |n the Type fleld Vendors By Mame. .. s ]
Customers by Name.......ooooiiiiiieenas 7
Notice the table of contents after they Process Configuration. ......................... 8
assigned the SDECiﬁC Trading p|an OvervieW. Supplies by Description. . ..o eeeceeeed ]
Software by Description............cooieeiiaaa. 10

That document replaced “Plan Overview,”
with an asterisk next to it to show the
substitution.

Trading Plan Tahle o
Plan Cover P AR . e 1
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Appendix” below.

Alert: Assigning a document to your plan doesn’t necessarily put it in your
table of contents. If you don’t select a document type, or a document with that
type isn’t already in your table of contents, the document you assigned will not
be included. If you still need to include it, see “Adding a Document as an

We’ll assign a second document with a floor plan for the Trading department, but
won’t assign a document type to it. Then click Close on the Edit Documents screen

to return to the Assign Documents list.

File W9 0000000000000
Trading

# Edit Dictionaries Build Plans Manage Reports Print Plans

Build Plans > Assign Documents

Documents required for the "Trading' plan:

[ Trading Floor Schematic
Text Document=19.0 KB
3M12003 7:33:52 AM

¥ Trading Plan Overview - (Overview)
Text Document=19.0 KB
3112003 T:31:51 AM

[1-2]

Lookup Sart Order | Filter

Searchfor: Infield: | Description j m

Show all documents

Here are the
documents we
added. Notice that
the Trading Plan
Overview has
(Overview) after it
to show that there’s
a document type
selected.

Adding a Document as an Appendix

There’s a second way to add plan-specific documents to your plan. Most of the
general documents you need will be set up in the table of contents. However, if you
have unique documents you want to add, LDRPS lets you add each of these as an

appendix to your plan.

Consider the document with a detailed computer room schematic that we also
assigned. Because this document is unique to the department plan, it isn’t included
in the default table of contents. So we’ll add it to the end of the printed plan so it

will be easily available in a disruption.
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To make a document an appendix, enter a
value in the Appendix Number field when
setting it up on the Edit Documents screen. ; T
Once you save it, the table of contents on Appenduclumbar: |t

the home page is updated to show an
appendix section.

Fle  Tools  Help

Trading

L Build Plans Print Plans

Build Plans

oeriore | Trading
This plan addresses the Immediate disaster response (irstfive days) ofthe Trading Plan Cover Page
depattrment, Trading Floor Owerview .

by Name
Mark Blanston is the plan owner far this plan Calls by Employee

Tosee how much progress plan builders have made, check plan status
Team Task Checklist

Plan Data Summary Vendars by Name
Responsibilities
Processes (), Teams (0)

Custormers by Name

Prosess Configuration...

People
Emplovees (0, Call Lists ¢0), Yendors (0), Customers (4) Supplies by Description, =
oterals P————— 0 Notice that the
Software (0), Equipment (0), Supplies (0), Teleeom (0), Assets (0), ¥ital Records (0)
Miscellaneous Appendix table of contents on

1 Trading Floor Schematic

Documents (2), Workstafions (0), Locations ¢ [ n e the home page now
Plan Printing -
This plan has notyet been printed Shows the Tradlng

Floor Schematic
document as an

appendix.

Keep in mind that you can assign documents to your plan without including them in
your final plan printout. For example, you may have an Auditing Requirements
document that is intended only for internal auditors reviewing your plan.

If you assign a document without selecting a document type or entering an
appendix number, it will be assigned to your plan but won’t be added to your table
of contents, so it will not be included when you print your plan.
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Editing and Replacing Documents

As we mentioned earlier, all documents added to your plan through LDRPS Web are
embedded, meaning they reside in your LDRPS database. So if you want to make
changes to these documents, you must check them out to reserve them for your
work, then check them back in when you are complete.

N To update an embedded document
1 From the Build Plans home screen, select Documents.
The Assign Documents screen displays.

2 Select the file you want to update.
The Edit Documents screen displays.

3 Click the Edit File button.

(If the document is a linked file added through LDRPS Desktop, you
won't be able to check it out. Edit the file through the software used to
create it and the changes will be reflected in your plan.)

File  Record  Reports  Help

Trading

A, Edit Dictionaries Build Plans Manage Reports Print Plans:

Build Plans > Assign Documents > Edit Documents

Description: |Trading Plan Oveniew *
File Name: g oo =
Linkedfile: 7 Numbe Document Type:| Overdew ¥

Seme files can ham your computer. I the fil information below
Document Graup Inoks suspicious, of you do not fully trust the source, da nat open or
save ths file,

File name: ..rading_Floor_Schematic.doc

Fietype:  Micrasolt word Document ]
Cwmer. [SUPER! From vmZks3w
File last modified on: [3/1 17200 o Heat b
File size: |18.0 KB © o
W ould you like to open the file o save it to your computer? e (s]
Open Save I Cancel More Info - -
—— " u klh. b e | P This window
¥ Always ask before opening this type of file
Appendix Number. appears when you
click Edit File. Save
Lookup | Sort Order | Filter File to disk makes a
search for: | Infield: [Description Bl seerch ] copy of the
document.
€ pocument zor2 €3 CDED D ED
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The file opens in the tool that created it (MS Word files open in Word,
Excel spreadsheets in Excel, etc.) Note that the name is changed slightly
(for example, “Trading Overview. doc” becomes “Trading Overview
[1].doc”) to protect you from overwriting the original document by
mistake.

4 Make your changes, save the file, and then click the Check In button to
reflect these changes in your plan.

Either save the copy with the name of the original document or check in
the changed document name to replace the original.

Check In - Trading Plan Overview

Click the Browse button to select the file you want to check back in and then click the ‘Check In' button. Ifyou
dontwant to check inyour changes, just click the ‘Cancel checkout' button

| Browse... |
Check In Cancel checkout

To check the document back in without making any changes, click Cancel
Checkout in this window.

Replacing the Embedded File

If you want to embed a completely new external document into a LDRPS document
record in your plan, there are two ways to do so. The first is to delete the LDRPS
document record from your plan, add a new document, and select the external file.

The second, which allows you to avoid deleting the document record in your LDRPS
plan, is a bit of a shortcut. First, check out the embedded document, then close the
file and click Check In. Instead of selecting the original embedded file, select the
new external file, and it will replace the original. All other document settings in
LDRPS will be the same.
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Description: |Trading Department Crverview *

File Mame: |Trading Owerviemw revised.doc|

Linked file: [~ Number of Pages: |0
Document Group: | J

DD €I

Here we replaced
the embedded
document by
checking in
“Trading Overview
revised.doc”
instead of the
original “Trading
Overview.doc”.

You can use the Document Group field to group similar documents. This way, you

can quickly access a subset of documents in your plan.
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Setting Up Alternate
Workstations

Many of your key staff members require special hardware, software, and phone/
modem lines to perform their jobs efficiently. If their work area is unavailable, it
may not be as simple as finding them another desk and PC. Defining and selecting
alternate workstations lets you make sure each team member will have everything
he or she needs to perform his or her job.

The trading floor at XYZ Financial Services is highly specialized. Each of the
workstations, or “turrets”, has key hardware, software, and telecommunications
requirements. If any of those turrets became unavailable, just finding an unused PC
wouldn’t be enough for most traders to continue their work. Each trader needs a
replacement workstation geared to his or her specific needs. This includes the
correct PC and modem setup, software, and other equipment.

So XYZ used the Workstations category to assign an alternate workstation for each
of their key personnel. These alternate workstations should be virtually identical to
the original so that work can continue or resume with as little interruption as
possible.

Typically the replacement workstation will belong to another employee whose work
is not as critical, someone who can perform other tasks or move to a new location

without difficulty. At XYZ Financial, some traders handle hundreds of thousands of
dollars worth of transactions each day. Their work is more critical in the short term
than some other employees who don’t have such a clear role in the revenue stream.

The workstations category doesn’t apply to everyone. If you read this chapter and it
doesn’t sound like something you need, you can build your plan without it.
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N To configure an alternate workstation

1 Select the Workstations category from the Build Plans home page, then
click the New button on the Assign Workstations screen.

The Edit Workstations screen opens.

File Record Reports Help
Trading

f Build Plans Print Plans

Build Plans > Assign Workstations > Edit Workstations

Seat|D: |$12340000001

Nare: [Building 4 Seat 21 *
Twe: | Location{Building 4 =l
Fioar: [ area]
Number Phaone Numher'l—
Use the Recover in
field to select a
irstMarme| R Elgglo)
replacement
Teambame [ =] posor] - workstation. Be
Recover in: [072340000011 | | n plan/vJEBH &l sure to choose an
Lookup | Sort Order |/ Filter alternate that has
Search for: | Infield: [SeatlD R search | the same setup
(hardware,
€ v workstation € OO ED T | software, etc.).

This screen lets you define the basic characteristics of each workstation,
like where it is located, which employee uses it, and which team needs it
for a plan.

2 Once you've established the basic details of the workstation, click the
Assignments button to identify the software, supplies, equipment,
telecom and vital records it requires.

Setting up these additional characteristics is important, because it helps
you decide which workstations are suitable as replacements.
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File Reports Help

Trading

i i Build Plans Print Plans

Build Plans > Assign Workstations > Workstation Assignments

Building 4, Seat 21 {500090000001)

3 Softweare, Ho Supplies, Ho Equipment, No Telecom, Ho Vital records

Software Software required for the ‘Trading® plan:
Supplies ¥ Excel 5.0 (APP-0065)

— PCILAN Sof

Telecom ¥ Harvard V2.0 for Windows ‘AF0%%

PCILAN Sof
Vital Records
M Lots 123 APP-0111)
PCILAN Sof Setting up a
workstation in

LDRPS is a lot like

-3

Lookup | Sort Order | Filter Show software in plan defining a process.
Search for | Infteld: [Softwere 1D E Click through the

tabs to assign each
@ st 11 ) CEDCTREZD | 29"

Remember that you’re defining what the workstation has, not what it needs. When

you choose it as a substitute, you want to be sure it has everything it needs to be a
suitable replacement.

With that in mind, there are a number of reports you can use to make sure your
workstations are set up the way you need them. For example, the Workstation
Deficiencies report shows what you need to install or add to a workstation to make it
suitable as a substitute for the workstations assigned to it. This is a great way to

identify what work you need to do prior to a disruption to make sure you won’t
have delays when you launch your plan.
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Chapter 8
Inventorying Equipment
and Other Materials

When you launch your plan, you want your team members to be able to dive rightin
and begin performing recovery tasks, not waste time searching for equipment,
software and supplies. Here you’ll assign materials to your plan to make sure they
have what they need to complete these tasks.

In this chapter we’ll discuss conducting an inventory of your key equipment,
software, supplies, and other materials. Gathering this information is important
because it helps identify what you need to restore and maintain your critical
processes.

We’ll also look at setting up the alternate locations where your teams will perform
their recovery tasks if your primary facilities are damaged or unavailable.
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Assigning Equipment

Equipment is most often the computer hardware you’ll need to run your recovery
and continue business operations, everything from PCs and modems to printer
cables. You enter equipment when you define what is needed for processes and
workstations.

To enter it directly or edit existing equipment, select the Equipment category from
the Build Plans home page. The Assign Equipment screen opens, showing all the
equipment already assigned to your plan.

File  Reports [

Trading

L Build Plans Print Plans

Build Plans > Assign Equipment

Equipment required for the ‘Trading' plan:

' MASTER BOARD & CABLE FOR ‘%1009
ADAPTEC SCSIADAPTEC

P MOUNTAIN F00M100%)
BACKUP UMIT CARD

& 2qpg (E0001007)
BACKUP UMIT MOUNTAIN

~  EMERALD SYS8DT 9001 (€0001008) All of this

BACKUP UNIT ¥PRESS LIBRIAN . .
~ T285 (EDOD104T) equ.Ipment Is

CARTRIDGE DRIVE DEC assigned to our plan
P wnunram R u E0001023) because we entered
Lookup | SartOrder | Filter Show all equinment =

it for the
Search for Infield: [E t Gi - - .
emeniGop 5] Confirmations

process earlier.

At this point you probably won’t be assigning any new equipment to your plan,
because chances are you’ll focus only on the equipment you need to maintain your
processes and workstations. However, you can edit it to enter additional
information, like how much of it you’ll need during your response period.

Suppose we wanted to specify how many TZ85 cartridge drives we’ll need. We'll
click on it in this list to open it in the Edit EQuipment screen.
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# Build Plans Print Plans

Build Plans > Assign Equipment > Edit Equipment

Equipment ID: |E000T017 *

Eguipment Group Equipment Type:|CARTRIDGE DRIVE 3

Model#: |DEC #  Sub-Model Mumber.
Description: |TZEE *

Characteristics
Serial # Device Address Unit
CurrentValue; Salvage Value: Insurance Coverage.

Waight fbs): [ aru| ]

Detail

Quantity Required. Connection Type; Serial #:

Lookup Sort Order Filter
Search for: | Infield: [Equipment I Bf seach |

What are quantities over time?

CHAPTER 8

You can enter
detailed specs for
each piece of
equipment. For
Web help, look at
bottom left of
browser window.
For Desktop help,
press F1 on a field.
But what’s most
important to your
plan is how much of
each piece of
equipment you need
over time.

Certain equipment is more important on Day 5 than on Day 1. Or, as time goes on,
you may need more of that item. Under Equipment Required Over Time, which is at
at the bottom of the Edit Equipment screen, you should identify how much of each

item you need each day, in Week Two, and so on.

Quantity Required: [10 Connection Type: Serial #

Lacation |224E Fiver Road Etatus'l

Yendar ID: {1033 J VendurNamel:l

Critical Lead Time |3 LaadTime'I Maintenance Level]
Day1: 0 DayzlE— Dav3"5— Dayilm—
Day 5 [ week 2 week 3] week 4]
Lookup | Sort Order |/ Filter
Search for: | Infield: [Equipment I =
@ Foimment sofc € (=) (=) (=) (B

We don't need this
equipment at all the
first day of the
recovery. But that
changes on Day
Two, and by Day
Four we’ll need ten
of them.

Later, as you define other materials, you’ll specify how much of them you need over

time as well, so this will look familiar.
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Assigning Software

There are a lot of reasons to have software in your plan. If you lose the use of your
computer systems, you will need to replace your critical software as quickly as
possible. You’ll identify the vendors that supply it to you and how much of each
type you’ll need over time.

Trading

% Build Plans Print Plans

Build Plans > Assign Software > Edit Software

Software 1D 200001 #*

Software Description: ILDRPS &

License # l— Gluantity]
Software Type: IWEb— Space Required]
Software Level: |91 Library Infarmation:
Release: l— Serial # Dependency: T Gritical: [

Like other
L —— materials, chances
Quantity Required Space Required are you’II assign
Vendor D =l only the software

Lookup Sort Order | Filter

Search for I Infield: |Soh‘ware [n] =l m needed_ t_o support
your critical

processes or

New Software €3 CEEDEEDEED \orkstations.

88



Assigning Supplies

CHAPTER 8

Supplies are the basic products you need to continue business operations after an

interruption, things like purchase orders and envelopes.

File Record Reports Help

Trading

# Build Plans Print Plans

Build Plans > Assign Supplies > Edit Supplies

Inwentory 1D 2742 £
Description: |[FAX FPAFER *

Category. [Fax
Gurrent Location: |Hallweny B| Offsite vault ™
Lead Time: Stock Agreement: [
Quantity On Hand: Satvage Quantiy)
Minirnurn Guantity: Daily Usage:

Lookup | Sort Order |/ Filter

Search for: | Infield: [Inventory ID =l [ search |

You can also enter
plan-specific
information about
the vendor who
provides each item,
as well as how
much you’ll need
over time.
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Assigning Telecommunications

90

If you don’t have working telecommunications lines, your recovery efforts could be
paralyzed. You’ll need to gather as much information as possible about these lines,
including details about what equipment you require and what alternate lines are

available.

Trading

# Build Plans Print Plans

Build Plans > Assign Telecom > Edit Telecom

Telecom Code: [TCOD7 #  Dedicated: [T

Gircuit Number: (0007 *
Traffic Yolume:
Type of Line: [T1

Route: I

Speed: [19.2 Protocol[¥oice Closet#]

Vendor ID: J Service Type:multi-line

Wendor Narme: I

Lead Time: I Umts'l Rental Cnst'l

Lookup Sort Order | Filter

Search for I In field: ITelecDm Code j m

Click the
Assignments button
to select alternate
lines.
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CHAPTER 8

Vital records include the documents your organization depends on, such as
contracts, loan agreements, and financial records. They also include written
material that your recovery teams need to perform their duties, such as your

business continuity plans.

File Record Reports Help

Trading

# Build Plans Print Plans

Build Plans > Assign Vital records - Edit Vital records

Record Mumber. [vT01140001

Record Name |Mnngage Agreement *

Department. |Facilites| #
Media Type | Reguired Elvl
Form Murmber. Origin Source|

Archive: [T Backup: T
Location: I J Last Updated|
Alternate Source: I Mext Update:|

Lookup Sort Order || Filter

Search far. | In figld: |RecnrdNumberj m

@ e € D ED EDED

Vital records aren’t
documents in your
plan. A vital record
is key information
you could need
access to, like
mortgage or lease
papers.
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INVENTORYING EQUIPMENT AND OTHER MATERIALS
Assigning Assets

Assigning Assets

Assets are material resources, like furniture, that you would need to operate or
duplicate an office environment. It may seem obvious, but when you’re planning
for a disaster you don’t want to overlook something basic like having chairs for team

members to sit in while working.

Trading

L Build Plans Print Plans

Build Plans > Assign Assets > Edit Assets

Tag Number: |AS00140001 =%

Description: |O|\ Fainting Ed

Product #: I Serial#l

Depariment. |marketing

Cwnership I

Date Purchased: Salvage VYalue:
Depreciation Rate: Current Value
Insurance Yalue:

Quantity:
Lookup Sort Order | Filter
Search for | In field: |Tag MNumber j m

Some companies
extend assets to
include valuables so
they have records of
what might be lost
in a disaster.
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Defining Alternate Locations

If your headquarters are unavailable, where will your response take place? Where
will your employees resume their work? Here you’ll collect additional information
critical to the success of your plan.

Locations are offsite offices, buildings, or areas that you have available to you in a
business interruption. If all or some of your main facility is unavailable, you’ll rely
on several types of alternate locations:

®m 3 backup site, where your critical personnel will gather to continue your
most important business functions,

= an offsite command center, where you will direct your recovery efforts,

m  storage locations, where you keep supplies, documentation, and business
records you may heed, and

®  arestoration site, where your company can restore business activity if your
primary facilities are unavailable for an extended period.

N To define alternate locations
1 From the Build Plans home screen, select Locations.
The Assign Locations screen opens.

2 Click New.
The Edit Locations screen opens.
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Defining Alternate Locations

Trading

# Build Plans Print Plans

Build Plans > Assign Locations > Edit Locations

Location Type
Location Classification: |Backup Site b £

Location Mame: |Building 4 £
Description IPrlmary Office Space #*
Lacation Type Sguare Footage;| 7800 Contract#:

Address 10 [Walnut Creek Center

Address 2. [B8700 walnut Bl

Address 3

Don’t overlook
anything when

city. [walnut Creek State]MJ zip[10003 Zip Ext . .
J— Pe— setting up possible
e |ocations. Even an
Telephone: [ | employee’s home
Lookup | Sort Order |/ Filter office can be a
searchfor. | Infield: [Location Classiication =] backup site in a

pinch.

3 Select the type of location in the Location Classification field, then enter
the address and other details.

4 Click the Assignments button to set up supplies needed to support the
location and identify a contact person and the services he or she
provides.



Trading

L Build Plans Print Plans

BuildPlans > Assign Locations > Edit Locations > Location Assignments

Primary Office Space (Backup Site)

Building 4
Walnut Creek Center = BE700 Walnut Blvd. = Walnut Creek, NJ 10003

Contact Supplies required for the ‘Trading® plan:
Services ¥ DRY ERASE MARKERBOARD 2%
. Location: Vendar Office
Supplies
¥ DRY ERASE PENS 20299
Location: ¥endor Supplies
¥ Eax papeR @7
Location: Hallway B Fax
¥ ELOPPY DISKs 20201}
Location: Tax Media
.
Lookup | SortOrder |/ Filter Show sunplies in plan
Search for. [ infield: [Imzentory ID =] [ search ]

CHAPTER 8

When assigning
supplies here, don’t
try to assign
everything your
plan needs, just
what you need at
the location.
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Chapter 9

Submitting Plans for
Approval

You’ve planned, written, reviewed and tested your plan. Now it’s time for the last
step in the process, getting your plan approved. There may be only one person
responsible for approving your plan, or there may be quite a few people who must
approve all or parts of your plan.

LDRPS Web creates a PDF file of your plan and automatically e-mails it to the
approver(s) that your plan administrator specifies. It also provides your approvers
with a link so they can approve your plan online.

N To submit plans for approval
1 From the The Build Plans home screen, click on Submit for Approval.
The e-mail Plan Approval screen displays.

Plan Approval |

You are aboutto send an erail message to your approver(s) requesting plan
approval. Doyou really wantto do this?

[~ Dont show me this again

D €2

2 Click OK.
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SUBMITTING PLANS FOR APPROVAL

The LDRPS Plan Approval confirmation screen displays.

LDRPS plan approval

Qmni Enterprises, Denver, Bldg. 5 has been submitted for approval.

3 Click OK.

Your approvers receive an e-mail notice, and it’s a simple click on a link to view the
PDF file, to approve the plan, or to send comments back to you.

Back on the Build Plans home page, you can check on the status of the plan approval
under the Plan Printing heading. You can see that the plan was submitted for
approval, and which recipients have not yet approved it.

Plan Printing L

Last printed:Wednasday, February 05, 2002 2:24 PM
This plan has notyet been approved.

This plan has been submitted for approval. The following recipients of the approval
email have not approved the plan
richard

Submit for approval Change Plans

Resubmitting Plans for Approval

When you update your plan and send it out for subsequent review and approval,
the status line on your Build Plans home screen displays the following information:

the date and time the plan was last printed and submitted for approval,
whether the plan was approved previously,

the date and time you resubmitted your plan for approval,

recipients who have not yet approved your plan.

Your approvers receive an updated e-mail notice, and the links that appeared in
previous approval e-mail notices will no longer work.



Chapter 10

Using Other Plan Building
Tools

LDRPS has a variety of other tools to help you build your plans. Earlier we showed
examples of how to use the Lookup tab to locate records in assignment lists and on
edit screens. If you want to perform an advanced search that you can save
permanently, click on the Filter tab. To change the display order for records, click
the Sort Order tab.

Let’s discuss each of these tools in more detail.

Changing How Records are Sorted

When you open your Employee screen, how do you want the employee records to
display? Do you want to see them in alphabetical order by last name, by priority, or
by zip code? When you set a sort order, you decide the order in which you will see
information.

Let’s look at the Assign Processes screen as an example.
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USING OTHER PLAN BUILDING TOOLS
Changing How Records are Sorted

Trading

L Build Plans Print Plans

Build Plans > Assign Processes

All Processes

™ Account Value Premium Assess - sNnUITY sERvicE T0%2)
Ho Software , Ho Supplies , Ho Equipment , Ho Telecom , Ho Vital records , Ho Teams , Ho Dependecies

Remit Funs to Insurance Co - ANNUITY SERvICE 70033
Sell Assets in Inv Annuity Acc - ANNUITY SERVICE 70089

Standing Investments - ANNUITY SERVICE (70088

Update Stading Tables - ANNUITY SERVICE 79088

Research - ANNUITY SERvICE {79088

-
-

-

-

I Process Incoming ChecksWires - ANNUITY SERVICE 70787
-

I Process Client Instructions - ANNUITY SERVICE 70099

-

Daily Telephone Inquiries - ANNUITY SERVICE (0090

Lookup Sort Order Filter Show assigned processes

oot ]

Sort by [Business Function =] thenby: [(None) =| thenby [iNone)

CREDEZD D

Select Description in the Sort by field and click Apply.

Reports  Help

Trading

# Build Plans Print Plans

Build Plans > Assign Processes

All Processes

I Account Inquiries - BROKER SERVIGES T0020)

I Account Value Premium Assess - ANNUITY SERVICE 7082
™ Account Value Premium Collect - ATy seRvicE TO7%%
T Accounts Payable - Fitience 7097

I Additional Income - TERMS AND TRaNS T00HY

I7 Address Changes - ANNUTY SERviGE 0119

T AMC - Auto Post Map Contral - RECORDS #%'*
T Answer any questions (Client) - MARKETING T
-

APC Billings - ANNUITY SERvICE 70119

Lookup | SortOrder | Filter Show assigned pi 8g

g )

gortby: [Description ] thenty: [(None) =] thenty [(None)

By default, LDRPS
shows processes by
Business Function.
Here’s the original
list of available
processes.

Here’s our new list,
alphabetical by
process description.
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You can also sort on more than one field. Suppose you would like to view your
processes by criticality rating within business function. Select Business Function in
the first Sort by field, then select Critical Rating in the second sort by field and click
the Apply button. LDRPS re-sorts the records.

Sort orders are stored on your workstation, not with your user ID, so if you log in on
another PC you won’t see information sorted that way.

Building Filters

Suppose you would like to search on the information in more than one field. Let’s
say you were looking for employees from your Jersey City location who don’t work
the first shift. Or you’d like to use a search over and over without re-entering it each
time you use LDRPS.

Filters are the answer, giving you a more detailed search option than Lookup.
Besides searching on more than one field, you can also find values that are similar to,
less than, greater than, or even not equal to the information you enter.

And they also can be used repeatedly, because you save them as you build them.

Loakup Sort Order Filter Show all employees

Filter; (Mo filter - Define Filter

Filters are specific to each plan category, so you can define as many filters as you
need to find specific kinds of plan information. You can set up filters for employees,
processes, vendors, etc. For this example, select Employees from the Build Plans
home page.

N To define a filter

1 The filters tab appears in the search area at the bottom of the page. If
you already have defined filters, you can select one from the list. To
build a new one, click the Define Filter button.
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Building Filters

The Define Filter screen lets you create new filters or edit the ones
you've already built. A filter could be something simple, like a search for
all employees who live in Jersey City. (You could find the same thing
with the Lookup tab, but remember that you can save a filter to use
repeatedly.) Or it could be more specific, like all Trading department
employees who live in Jersey City and work the second and third shifts.
Let’s create that one.

File Filter Help

Define Filter

% Build Plans Print Plans

Build Plans > Assign Employees > Define Filter

Ever want to quickly jump 10 a list of employees starting with & certain letter? You can define filters to return records with specific

criteria

ersey City

Field Operator  Value

IC\ly j | leersey City Browse

[work Shif =l e =h Browse

- - &

lwva 2 - o Each row of the
[wa S| Browse .

m =1 5l . filter lets you put
nfa i x O sE -

- specific search

Iterns must have all ofthese values. - - -
. criteria on a field.
*® Iterns must have atleast one ofthese values
You can search on
Qe COCHETDETY  O°"° O more fields.
2 Click New.

”

3 In the Value field, enter a new filter name. We'll call it “Jersey City.

4 Click on the drop down box in the Field column to select the field to
search; since we’re looking for employees, these are the fields on the
Edit Employees screen.

5 The field you select displays as the first item in the filter list. Because we
want the employees who work in a specific town, we’ll choose City.

6 Next, we'll select an “operator” to describe the relationship between the
field and the specific information you’re looking for. We’ll choose “="
(Equal to).

At the end of this procedure, you'll find a chart containing descriptions of
each of the operators.
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The final piece, the "Value," is what you’re searching for. Here we
entered Jersey City. This will find all of the employees with Jersey City
entered in the City field.

Each piece of information you're searching for appears as a row in the
filter. So to make the search more specific, move to the next row and
enter additional criteria. Because we want employees only from the
second and third shifts, we used the “Not equal to” operator to eliminate
employees with a work shift of 1.

When you use the “Like"” operator, you can use * or ? as wild cards to
search for a general phrase. If you want more details on how these
operators work, see the Filter FAQs.

At the base of the screen there are two conditions that further define the
search. The first, “"Items must have all of these values” means that all
rows of the filter must match. We chose this option for our example.

The other option, “Items must have at least one of these values”, means
one or more of the conditions are met. This is a great way to search for
records with different values in the same field. For example, if we
wanted employees who work in Jersey City and Chicago, we could have
defined the filter with a row for each of those cities and chosen this
condition.

Click Save.

When you return to the Assign Employees screen, you can select the
Jersey City filter on the Filters tab.
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Building Filters

File Reports Help

Trading

i Build Plans

Build Plans > Assign Employees

All Employees

Print Plans

V¥ Thomas Adams - Administrative Assistant V5%
O 919-771-1111 %0323

" Arthur Alston - Trust, VP (6202)
(A7) BE3-T71-1111 x488

F Lydia Alter - Data Control Clerk ©147
W) 846-771-1111 %271

I Trisha Armour - Client Support, Manager (6003)
0A) 443-T77-1111 30144

¥ pamella Ashko - Facilities, Technician (6097)
(0) BE3-771-1111 %0488

Lookup  Sort Order Filter

Filter: | Mo filter - Define Filter

Iter

Show assigned emplayees

The filter we
created is now
available to apply.
When we choose it,
the list of
employees will be
limited to those
who match the filter
criteria.



The Define Filter screen contains “operators” that describe the relationship between
the field and the specific information we’re looking for. The following chart explains

each operator.

Operator

CHAPTER 10

Description

Equal to
Finds only exact matches

Like

Like
Finds similar matches. You can use a wild card (* or ?) with this operator.

Less than
Finds only data less than what you enter, either numeric or alphabetic
information (A is less than B, B is less than C, etc.).

Less than or equal to
Finds only data less than or equal to what you enter, either numeric or
alphabetic information (A is less than B, B is less than C, etc.).

Greater than
Finds only data greater than what you enter, either numeric or alphabetic
information (Z is greater than Y, Y is greater than X, etc.).

Greater than or equal to
Finds only data greater than or equal to what you enter, either numeric or
alphabetic information (Z is greater than Y, Y is greater than X, etc.).

<>

Not equal to
Finds all information that is not exactly what you enter.

Spell Checking Your Entries

You can check the spelling of plan information in any edit screen by clicking on a
field and choosing Record > Spelling. The spell checker displays a suggestion if it
doesn’t recognize the word. Either type the correct spelling under Description or
highlight the correct suggested spelling under Suggestions and click Change or

Change All.

Spell checking is not available on LDRPS Web.
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Removing Assigned Information from a Plan

Removing Assignhed Information from a Plan

To remove an assigned process, employee, or other LDRPS record, simply remove
the check from the list of assigned records. Keep in mind that this does not delete
the record from the database, it just removes it from your plan.

When you try to remove a record that is used elsewhere, a message will display to
tell you where it is assigned. For example, if you try to remove a piece of software
that is assigned to a process, the message will appear asking if you want to review
this assignment.
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Using the Plan Assistant

Plan assistants have been designed to minimize what you need to know about
LDRPS and to guide you through building your plans in the shortest amount of
time. These assistants will walk you through only those areas of LDRPS where you
need to enter information. They offer instructions in a checklist you follow and then
mark as complete to show your plan progress.

Your system administrator designs plan assistants to help you complete your
specific plan building responsibilities. If you have access to more than one plan, you
probably have a couple of assistants assigned to you. So when you log into LDRPS
for the first time, you’ll be asked to choose which plan you want to build. LDRPS
opens the assistant designed for that plan.

The Plan Assistant panel changes to show a series of - 2P
guestions and steps to follow. When you click on a
step, the appropriate screen opens and more specific Plan Assistant
instructions display. You’ll follow those steps and,
when you’ve completed your work, you’ll mark them
as complete.

Suppose the first step for your Trading plan is
“Inventory your unit’s business processes”. When
you click this item in the checklist, the plan assistant
takes you to the LDRPS Assign Processes screen in
Build Plans.
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USING THE PLAN ASSISTANT

File Tools Plan Template

XYZ Financial Services

# Build Plans

Build Plans.

There is no overview for this plan

There is no plan owner for this plan
To gee how much progrese plan builders have
rade, check plan status

Responsibilities
Procesees (0), Teams (0}
People
Ermplovees (0), Call Lists {0y, Yendars (0),
Customars (0}
Materials
Software (0}, Equipment (0, Supplies (D),
Telecom (0), Assets (0), vital Records (0)
Miscellaneous
Documents (0, Workstations (0), Locations (0)

Plan Printing

This plan has notyet been printed

Print Plans

Default R

Employees by Mame....2
Calls by Employee...... 3
Tearn Task Checklist... 4
vendors by Name....... 5
Customers by Mame....B
Process Configuration..7
Supplies by Description &
Software by Description.d

When you choose a
step, the plan
assistant takes you
to the screen where
you perform it.
Click “View
Guidelines” for an
overview of your
company’s planning

policies and

[ Frin )
procedures.

The plan assistant shows instructions for performing the step you’ve chosen. Once
you have completed a step, click “I have completed this section.” If you have to log
off LDRPS without completing all of your work on a step, you can choose “I will
work more on this section later” to save your work and pick up where you left off
the next time.

When you acknowledge that you’ve completed a step, it is marked with a check in
the list. The next time you use the assistant, you should select the first unmarked
step.

Viewing Your Progress

When you’re using an assistant to build your plans, you can select the “check plan
status” link on the Build Plans home page to see how much progress you’ve made.
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File Tools Help

Plan status

ﬂ Build Plans Print Plans

Build Plans > Plan status

Here are the users who have edit rights to %¥Z Financial Services, Jersey City, hJ,
Building 424, Trading".

(MARK)

Mark Blanston

e 53% complets Each time you mark
a step as complete,
it gets a check in
the list. The Plan
Status bar shows
how far along you
are overall.

A step was complete, but the check disappeared. Why?

Because of changes within organizations, certain steps may need to be performed
again from time to time. This keeps plan information accurate and up-to-date. For
example, you’ll need to review your assigned employees once a month or so to
account for people who have left or joined the company.

Fortunately, you don’t have to remember to check your plan information. When
your system administrator sets up your plan assistant, he decides when you need to
perform a step again. When a step becomes out of date, you will receive an e-mail
message similar to the following:

Parts of your Business Continuity Plan have become outdated. Click on
the section link to update it. Specific sections include the following:
<section title included here as a link>

Simply click on the section title link, and you can update the information and mark
the step as complete.

109



USING THE PLAN ASSISTANT

110



Chapter 12
Printing Plans

So you’ve carefully entered plan information into LDRPS. Now it’s time to show the
results of your work and print your plan.

This chapter is divided into two parts, LDRPS Web Printing and LDRPS Desktop
Printing.

When should | print my plans?

You can print your plan any time you want. Some plan builders like to print as they
enter information to get a feel for how they’re progressing. But most of the time
you’ll print when you’ve finished entering information so your plan is as close to
complete as possible.

When you look at your printed plans for the first time, you’ll probably experience a
variety of feelings. You’ll know the satisfaction of seeing the results of your plan
building in tangible form. And you’ll feel a sense of reassurance knowing your
company has a plan in place to deal with the impact of a disruption.

But as you review the plan page by page, you may notice areas that could use some
fine tuning. Missing information may not be apparent until you see the printed plan
in front of you and start reviewing reports.

Sometimes it’s not always obvious where your plan needs work, so it’s always wise
to test your plan before finalizing it. This accomplishes two things. First, it lets you
confirm that you have entered all appropriate information and included all
necessary documents. But most importantly, it ensures that your plan is viable in
the event of an actual emergency. If you have a weakness in your plan, you’re much
better off discovering it during a drill than an actual disruption.
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For example, suppose you have set up an offsite location as a backup site, but when
running a drill you find that the office cannot handle your telecommunications
requirements. Uncovering this problem while running a test helps avoid a critical
breakdown during a real emergency. You can go back and update your plan to use
a different site, or correct the problem at the location you chose.

By updating, testing and adjusting your business continuity plans regularly, you can
help ensure that your business is well prepared to face a crisis.
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Printing Plans (Web)

Step 1: Select a Plan or Plans to Print

1 Select Print Plans from the LDRPS home page. The Print Plans home
page opens.

2 Select the plan or range of plans you want to print. This screen lets you
choose one of the plans you‘ve recently edited, or you can search for and
select one or more plans.

Plans

7 Build Plans Print Plans

Print Plans.

Print Plans

Once youlre built your plan, you'll need to print it for review and testing. This helps you confirm that the information in your plan is current and accurate,
and it ensures thatyou are prepared to face a crisis. To print one of the plans you've keen building, select itfrom the Print Recent Plan list. Use the
searches to select a diferent plan. Use the wizard to selectand print multiple plans. Click ‘Shaw all printed plans' link to delete plans
Print Recent Plan
Current Plan
Trading (Default Report Group
Recent Pians The Print Plans

Trading (Default Report Grouy
Trsging (Defsult Renon Graup) home page lets you

®YZ Financial Services (Default Report Groupy quickly print the
[Search for Plans

Select a glan plan you worked on
Soled e dlans recently or search
[Review Printed Plans

Plan Description DatefMime Started  DaterTime Created Print Groun Created B for plans to print.
* XYZ Financial Services 11-Mar-02 02:00 pm Overall; 67% Complete {multiple print groups) MARK Choose sﬂm_

Printing 'Calls by Employas’,.,

* ¥fZ Financial Services, Jersey Gity, MJ, Building 424, Trading 11-Mar-03 02:00 pm 11-Mar-03 02:00 pm Default Report Group  MARK D]H]Il.l?.lﬂ_l?.l.a.lls to

Printed plans (2 of 2) print more than one

Show all printed plans  Show. Print Jobs

plan at a time.

Because you often will want to print only the plan you’re currently
building, this screen shows a link to allow you to print that plan. If that's
what you want to do, click on the plan name and move ahead to “Step 2:
Decide How Your Plan will Appear” on page 115.
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PRINTING PLANS
Step 1: Select a Plan or Plans to Print

Searching for Plans to Print

If you want to see a specific plan highlighted on the Print Plans home page, you can
use one of the searches to find it. The Select a plan option lets you choose a single

plan, and the Select multiple plans option lets you choose several to print at once.
Let’s choose the Select multiple plans option.

N Searching using the Select multiple plans option

1 From the Print Plans home page, select Select multiple plans.
The Print Plans Wizard screen displays.

File Tools Help

Print Plans Wizard

# Build Plans Print Plans

PrintPlans > Print Plans Wizard

Select eearch infarmation to narrow down the list of plans you would like to print. For example, suppose you
have an office in Philadelphia and would like to select from all plans for that location. Click the drop down
arrove for City'State and select Philadelphia, Pennsylvania, then click Search. All matching plans will display,
and you can choose from that list.

Fhase; I"‘SE\EE:IIhe Phage™

Stage I*"Selem*"

Corporation IXYZ Financial Services

CitylState I.Jersey City, IMJ

Building I*"Selem*"

[ T T T T T

Departrnent I*"Selem*"

Search for Plans

These drop down
boxes let you
search within your
plan structure. This
will locate all plans
for Jersey City, NJ.

2 Select search information to narrow down the list of plans from which

you'll make a selection.
3 Click Search.

The Search Results screen lists all qualifying plans.
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File Tools Help

Print Plans Wizard

# Build Plans Print Plans

Print Plans > Print Plans Wizard

Search Results

Click on each plan you wantto print. Ifyou do not click include sub-plans, anly the primary plan will print. Then click Next to
submitthe plans.

Include =
Sub- The Print Plans
Select  plans  Phase Flan Table of Contents Wizard a"OWS you
[l r Resumption/Recovery Phase  X¥Z Financial Senvices, Jersey City, M Default Repart Group to print multiple
[l [l Resumption/Recovery Phase  XYZ Financial Services, Jersey City, NJ, Default Report Group
Building 424 plans at once.
r r Resumption/Recovery Phase  XYZ Financial Services, Jersey City, NJ, Default Report Group check each plan you

Building 424, Trading

want in this list,
then click Next>>.

Once you’ve chosen the plans you want to print, follow the instructions in “Step 2:
Decide How Your Plan will Appear” below.

Reviewing Printed Plans

The bottom of the Print Plans home page shows the plans you’ve recently printed.
Click on the link to review a plan. This will show the plan as it appeared at the time
it was printed. Any changes you’ve made to the plan since that date will not be
reflected in this version. You’ll need to reprint the plan to see those changes.

When you select one of these links, LDRPS opens the plan as a PDF file. For details
on using the PDF viewer, see “Step 3: Review Your Plan” on page 119.

Step 2: Decide How Your Plan will Appear

Once you’'ve selected a plan(s), you need to decide how you want it to look, and
what you want it to include. Enter text for your cover page and select a table of
contents, which determines the documents and reports to include in your plan.

115



116

PRINTING PLANS
Step 2: Decide How Your Plan will Appear

File Tools Help
Print Plans Wizard

f Build Plans Print Plans

PrintPlans > Print Plans Wizard

You can print your plan as a paper copy to a printer, display it on screen, or save it as a PDF file you can read using the Adobe Acrobat Reader.
¥ou have selected 2 plans to print

Print Information

What should appearon the cover page?
|XYZFmamc|aI Services, Jersey City, NJ

[of Message

¥ Add Appendices for each plan

Documents to Print

By default, the system will print documents assigned ta each plan's Table of Contents. You can change which documents should be printed

Documents ta Print: [Use default documents =l

I Summarize

- €2

“Documents to
print” refers to the
table of contents for
your plan. This
determines which
documents and
reports will be
included. Most of
the time you'll just
use the default.

The cover page heading defaults to the name of the first selected plan. You can
change this at any time, but you probably won’t need to unless you’ve selected
multiple plans. If you enter a confidential message, like “Internal Use Only,” it

appears at the bottom of every page.

If you select the Summarize checkbox, your documents will be combined so that
there is no redundant information. For example, one combined table of contents
can be printed for several plans. Reports (such as the Employees by Name report,
for example) will be combined from every plan into one report. This feature is
useful when you want to combine the reports from several departments into one

building plan.

Deciding Which Documents and Reports to Include

The system administrator assigns a default table of contents to each plan. This
determines which documents and reports will be included, as well as the order in
which they’ll appear. The Build Plan home page shows the table of contents for each

plan you build.

When you’ve selected a plan to print, this table of contents will be used unless you
choose another in the Documents to Print field. Most of the time you’ll just use the
default, but you may want to see your plan information in other reports or
documents. Or, you may want to print multiple plans using the same table of
contents. Selecting one applies it to all the plans you have selected.
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Including Plan-Specific Documents

In Chapter 6 we talked about how to add a plan-specific document such as an
appendix. To include these documents in your printed plan, click the Add
Appendices to Plan check box.

Producing the PDF File

1 From the Print Plans Wizard, click Print.
The Schedule Print
confirmation
screen displays. @ Diovyou warnt to print now, or schedule it for later?

2 If you want to
print right away, [ prnthow ) Schedueit ]

click Print Now.

LDRPS begins to produce a PDF file of the plan or plans you selected. It
produces a single file regardless of how many plans you‘ve chosen, so if
you want individual plan files, print each plan separately.

While the plan is printing, the Printed Plans status screen displays its
progress.

If you want to schedule printing for later, click Schedule it. See
“Scheduled Printing” on page 120.
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Step 2: Decide How Your Plan will Appear

File Tools Help

Printed Plans

# Build Plans Print Plans

Print Plans > Printed Plans

“This page will refresh
Delete Plan Descrigtion

every 10 seconds. Click here to stop
DaterTime Started  Date/Time Created

Print Groug Created By
[~ HYZFinancial Services 10-Mar-03 12:33 pm Overall: 83% Complete {multiple print groups) MARK
Creating PDF ‘Employees by Name' ..,
[ XYZFinancial Senices 10-Mar-03 12:31 pm 10-Mar-03 12:32 pm {multiple print groups) MARK

HYZ Financial Services

D CZ €

0B-War-03 03:29 pm 0&-Mar-03 03:29 pm Trading Plan Table of Contents SUPERUSER

If the plan you've
printed displays as
regular text rather
than a hypertext
link, the print is still
in progress.
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Step 3: Review Your Plan

From the Printed Plans screen, click on the plan name from the list to open it as a
PDF file and view it in the Adobe Acrobat Reader.

The table of contents appears on the left, and the plan page displays on the right.

XYZ Financial Services

B[4 4 » b« ][@ma-

- G| 1A

2
@

B o - & B0
o OE@Y|=-

Bookmark g
j Plan Cover Page =
L] Employees by Name

L] Calls by Emplayee
[] Team Task Checklist
L] Wendors by Mame
j Customers by Name . . .
[ Process Configuration XYZ Financial Services

] Supplies by Description
] Software by Description In the table of

L] Plan Cover Page contents on the Ieft,

j Employees by Name ) ) - - -
[ Calls by Emplayee Resumption/Recovery Phase each item in the list

L] Tearn Task Chacklist . . , . H H H
1 Verdors by Harme XYZ Financial Services is an active link,
L] Customers by Mame meaning you can
j Process Configuration Click on it tO jump tO

L] Supplies by Description
[ Software by Description \\mm“m“ that page in your

Ll;l_<_\>] WA dor13 v W Bsxtin O8 m 4 = plan.

e
2
®

N Hnnkmarksqg E

Thumbnaits

Use the contents tools on the left side of the screen to jump between sections of your
plan.

Bookmarks take you to a specific section, and thumbnails take you to a specific page.
Each report and document in your table of contents is converted to a bookmark in
the PDF file, so it’s very easy to pinpoint exactly what you want to see.

The navigation bar at the top of the Acrobat Reader screen lets you rotate the page,
zoom in, and even search for specific text within the plan.

For more details on how to use the Adobe Acrobat Reader, select Help > Reader
Guide while viewing your plan.
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Saving the Plan to Your Workstation or Network

If you want to save the plan as a PDF file you can open outside of LDRPS or
distribute to others in your organization, click the Download this file button. You’ll
be asked to select a directory in which to save the file. You should rename it to
something meaningful (like the plan name) so you can easily locate and identify it
later.

Printing a Hard Copy

Click the Print button in the Acrobat Reader navigator bar at the top of the page to
send the plan to a printer of your choice.

Scheduled Printing

Instead of printing your PDF file immediately, you may choose to print your plan
during off hours at your site. You might want your plan to be printed automatically
during scheduled intervals, perhaps once a week or once a month.

N To schedule plan printing
1 From the Print Plans Wizard screen, click Print.
The Schedule Print screen displays.

2 Click Schedule It.

@ Do youwant to print now, or schedule it for later?




The Scheduled Time screen displays.

File Tools Help

Schedule time

# Build Plans Print Plans
Print Plans > Print Plans Wizard > Schedule time

The plan to be printed is XYZ Financial Services, Chicago, Building 781, Trading. Select an option helow to schedule plan printing. To schedule plan
printing for more than one day in 2 week, select the Weekly option. LORPS will Iaunch plan printing autornatically at the scheduled date and time,

How often do you want to perform this task?
 weekly O Monthly & Specific date

Specific date

wwhen should LDRPS perform this Print?
3 =12z |2003 »
Whattime should LDRPS start this Print?

12:00 AM ¥

CHAPTER 12

You can schedule
printing to occur
once, weekly, or
monthly, on a
specific time and
date.

3 Click on the frequency buttons that match how often you want to print

your plan. Enter the time and date at which you want your plan to print.

4 Click Close.

The Scheduled Print Plans screen displays your plan name, with the date

and time it will be printed.

Can | check on the status of my plan printing?

Whether you print immediately or schedule plan printing, LDRPS keeps a log of
your print request. From the Print Plans home screen, you can select Show All
Printed Plans to see a list of plans that have been printed. Select Show scheduled
printing to see the plan title, the date, and the time it is scheduled for printing.
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Printing Plans (Desktop)

Printing Plans (Desktop)

Step 1: Select a Plan or Plans to Print

1 Select Print Plans from the LDRPS home page.
The Print Plans home page opens.

2 Select the plan or range of plans you want to print. This screen lets you
choose one of the plans you've recently edited, or you can search for and
select one or more plans.

File Tools Help
Print Plans

L Build Plans Print Plans

=3

Print Plans

Print Plans

Once you've built your plan, you'll need to print it for review and testing. This helps you confirm that the infarmation in your plan is current and accurate,
and it ensures thatyou are prepared to face a trisis. To print ane oTthe plans youve been building, select it from the Print Recent Plan list Use the
searches fo select a different plan. Use the wizard to select and print multinle plans. Click 'Show all printed plans'link to delete plans.

|

rint Recent Plan
Current Plan
Trading (Default Report Group!

Recent Plans The Print Plans
Train (Cefaull Renot Grous

Traing (Default Renor Groug) home page lets you
X{Z Financial Services (Default Report Group) ickl rint the
earch for Plans quickly p

Selscta plan plan you worked on
Selert mulinle plans recently or search
for plans to print.
Choose Select
multiple plans to
print more than one
plan at a time.

|

Because you will often want to print only the plan you're currently
building, this screen shows a link to allow you to print that plan. If that's
what you want to do, click on the plan name and go to “Step 2: Decide
How Your Plan will Appear” on page 125.
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Searching for Plans to Print

If you want to see a specific plan highlighted on the Print Plans home page, you can
use one of the searches to find it. The Select a plan option lets you choose a single
plan, and the Select multiple plans option lets you choose several to print at once.
Let’s choose the Select multiple plans option.

N To search using the Select multiple plans option
1 From the Print home page, choose Select multiple plans.
The Print Plans Wizard screen displays.

File Tools Wizards Help

Print Plans Wizard

# Build Plans Print Plans.
Print Plans > Print Plans Wizard
Seleet search information to narrow down the list of plans you would like to print. For example, Suppose you
have an office in Philadelphia and would like to select from all plans for that location. Click the drap down
arraw for City/State and select Philadelphia, Pennsylvania, then click Search. All matching plans will display,
and you ¢an chooge from that list,
Phase: [“3glectthe Phase™ =]
Carporation: [:vZ Financial Senvices =l
Stage: [ Salam™ =
o : j These drop down
ityistate: [ ersey City, M. - b
oxes let you
Buiding: [ Glae= = A
pepament [=oer - search within your
XYZ Finaneial Senices: [= G alagr= | plan structure. This
will locate all plans
[ scarch ] for Jersey City, NJ.

2 Select search information to narrow down the list of plans you’d like to
print.

3 Click Search.
The Search Results screen lists all qualifying plans.

123



PRINTING PLANS
Step 1: Select a Plan or Plans to Print

File Tools Wizards Help

Print Plans Wizard

e Build Plans Print Plans

PrintPlans > Print Plans Wizard

Search Results

Click on each plan you wantto print. [fyou do not elick include sub-plans, only the primary plan will print. Then click Next to submit the plans

Include

Select Sub-plans Phase Plan Tahble of Contents

- |l Resumption/Recovery Phase K¥ZFinancial Services, Jersey City, NJ Default Report Group

(m| () Resumption/Recovery Phase HYZFinancial Services, Jersey City, MJ, Building Default Report Group
100 -

- - Resumption/Recovery Phase YZ Financial Services, Jersey City, MJ, Building Default Report Group The Pr|nt Plans
100, Data Center -

r r Resumption/Recovery Phase WYZ Financial Services, Jersey City, MJ, Building  Default Report Group Wizard allows you
424 . -

- r ResumptionRecovery Phase K¥Z Financial Services, Jersey City, MNJ, Building Default Repornt Group to prlnt multlple
424, Administration

(m] r Resumption/Recovery Phase X¥Z Financial Services, Jersey City, MJ, Building Default Report Group plans at once.
474, Trading

Check each plan you
want in this list,
then click Next>>.

4 Use the checkboxes to select the plans you want to print, and include
appropriate subplans.

Click Next>>.

Once you’ve chosen the plans you want to print, follow the instructions in “Step 2:
Decide How Your Plan will Appear” on page 125.

Reviewing Printed Plans

The bottom of the Print Plans home page shows the plans you’ve recently printed.
You can open them to review by clicking on one of the links. Keep in mind,
however, that this doesn’t reprint the plans, it just shows the plan as it appeared at
the time it was printed. Any changes you’ve made to the plan since that date will
not be reflected in this version. You’ll need to reprint the plan to see those changes.

When you select one of these links, LDRPS opens the Print Plans Wizard, from
which you can select the method to print your plan. See “Step 2: Decide How Your
Plan will Appear” on page 125.
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Step 2: Decide How Your Plan will Appear

Once you’ve selected a plan or plans, you need to decide how you want to produce
it. You enter text for your cover page and select a table of contents, which
determines the documents and reports to include in your plan.

File Tools Wizards Help

Print Plans Wizard

# Build Plans Print Plans
Print Plang > Print Plans Wizard
You can printyour plan as 2 paper copy 10 & printer, display iton screen, or save it as 3 POF file you can read using the Adohe Acrobat
Reader. You have selected 1 plan to print
“D
ocuments to
Wihat should appear on the cover page? How do you want the planto be produced? . ’”
[ Financial Services, Jersey City, MJ € File prlnt refers to the
 Printer
Confidental Massage . table of contents for
€ PDF File your plan. This
determines which
¥ Add Appendices for each plan documents and
Documents to Print reports will be
By default, the systern will print documents assigned to each plan's Table of Contents. You can change which documents should be printed. incl uded . Most Of
X - ny =
Documents to Print: [Use defaul documents = the time you'll just
™ Summarize use the default.

The cover page heading defaults to the name of the first selected plan. You can
change this at any time, but you probably won’t need to unless you’ve selected
multiple plans. If you enter a confidential message, like “Internal Use Only”, it
appears at the bottom of every page.

Selecting a Print Destination

Where you print your plans really just depends on your preferences and the needs
of your organization. Printing your plans to a window or as a PDF file will display
the plans online instead of as a paper printout. There are several advantages to
producing the plan as a PDF file. First, you can distribute the file throughout your
organization quickly by attaching it to an e-mail or saving it on a network drive.
Anyone with the Adobe Acrobat Reader can view the plan in PDF format. (This
reader is installed with LDRPS.) Second, it allows sequential page numbering for
your plan.
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Keep in mind that both the LDRPS viewer and the Adobe Acrobat Reader let you
send your plans to a printer while viewing them. See “Step 3: Review Your Plan” for
details on how to view your plans in a window or as a PDF.

Deciding Which Documents and Reports to Include

The system administrator assigns a default table of contents to each plan. This
determines which documents and reports will be included, as well as the order in
which they’ll appear. The Build Plan home page shows the table of contents for each
plan you build.

When you’ve selected a plan to print, this table of contents will be used unless you
choose another in the Documents to Print field. Most of the time you’ll just use the
default, but you may want to see your plan information in other reports or
documents. Or, you may want to print multiple plans using the same table of
contents. Selecting one applies it to all the plans you have selected.

Including Plan-Specific Documents

In Chapter 6 we talked about how to add a plan-specific document as an appendix.
To include these documents in your printed plan, you must click the Add
Appendices to Plan check box.
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Step 3: Review Your Plan

Printing to a window is essentially a preview of your plan, while producing it as a
PDF saves the plan as a file you can read over and over.

Printing to a Window

When you select Window as your print destination, the plan displays on the LDRPS
screen in the Print Preview window. Click on an entry in the table of contents on the
left to jJump to a specific section. To view all the pages in a document, double click
on the document preview to open it in a different window. Use the arrow buttons at
the top of the Print Preview window to move between pages in a report.

Each document or report will start page numbering at 1. This will affect the Table of
Contents report.

¥ LDRPS
File Tools Wizards Help

Document Cover Page Repart

# Build Plans Print Plans

Print Preview

2o2c b M o= S5 ]| Tost20 00z 24001240
Document Cover Page
Flan Caver Page
Employees by Name.
Team Task Checklist
Vendors by Name.
Custamets by Name
Process Configuration
Sunplies by Description.
Software by Description......
Eguipment by Vendar......

In the table of
contents on the left,
each item in the list
is an active link,
meaning you can
click on it to jump to
that page in your
plan.

| Save As PDF

When you print your plan to a window, LDRPS does not save the plan as a file.
Once you close the window, you can’t view the plan again unless you reprint it.

You can convert the report or document you’re viewing to PDF format by clicking
the Save As PDF button while viewing it. This converts only a single report or

document, not the entire plan. You can also send it to a paper printer if you want a
hard copy.
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Saving as a PDF File

When you choose the PDF option, LDRPS confirms that the plan printed
successfully and will open it in the Adobe Acrobat Reader.

Again, saving your plan as a PDF file offers many advantages. First, because PDF is
such a common format, many people are familiar with the way the Adobe Acrobat
Reader works. You can view the plan whenever you want by simply double-
clicking the (plan name).PDF file you’ve created. You can easily distribute it to team
members by including it as a file attachment in an e-mail message. And it allows
sequential page numbering for your plan.

There is one more advantage if you choose the PDF option and you have a web
license. You can schedule your file to print at another time such as off hours. See
“Scheduled Printing” on page 120 for instructions.

Take a look at the following illustration. Notice that the table of contents appears on
the left, and the plan page you’ve selected displays on the right.

Acrobat Reader - [Trading. pdf] [_[o]x]
T Fie Edt Document View Window Help |
NE eS| BNRT 44y «» OO0 S5 #

[ Bookmarks " humbraiz 3

[]Pian Cover Page A
[] Trading Plan Overview

[] Response Plan Executio Process Configuration Quality Assuranee
ClEmergency Contacts by |[}| | "esermmesumren oo e s Cartuly #on
I races= Conmpuraion
[] Team Task Checklist

[ an Teams for an Employ
(] Control Lacations by Nai
[] Attributes by Employee
] Employees by Name

[] Priority Contact List

[ Trading Fioor Schematic

g Qaginatn oate 1 43000

The navigation bar
at the top of the
Acrobat Reader
screen lets you
rotate the page,
zoom in, and even
search for specific
text within the plan

pla [ ] s [wJ[e[ ] 7eris [ iwesin (B[] E

Use the contents tools on the left side of the screen to jump between sections of your
plan. Bookmarks take you to a specific section, and thumbnails take you to a specific
page. Each report and document in your table of contents is converted to a

bookmark in the PDF file, so it’s very easy to pinpoint exactly what you want to see.
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B Bookmark =

Thumbnail ~
[ E; =
D Employees by Name
[ Calls by Employee The navigation bar
[1Team Task Checklist at the top of the 3
2 []endors by Name Acrobat Reader £
5 [ Customers by Name screen lets you = — _
2 [1Process Caonfiguration rotatethepage, @ | || | 7
[1 Supplies by Description zoom in, and even
[ Software by Description search for specific
text within the plan.

For more details on how to use the Adobe Acrobat Reader, select Help > Reader
Guide while viewing your plan.
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